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ELECTRONIC COMMUNICATIONS
PRIVACY ACT REFORM

WEDNESDAY, MAY 5, 2010

HoOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON THE CONSTITUTION,
CriviL RIGHTS, AND CIVIL LIBERTIES,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 2:53 p.m., in room
2141, Rayburn House Office Building, the Honorable Jerrold Nad-
ler (Chairman of the Subcommittee) presiding.

Present: Representatives Nadler, Watt, Scott, Johnson, Cohen,
Chu, and Sensenbrenner.

Staff present: (Majority) David Lachman, Subcommittee Chief of
Staff; Stephanie Pell, Counsel; (Minority) Caroline Lynch, Counsel;
and Art Baker, Counsel.

Mr. NADLER. This hearing of the Subcommittee on the Constitu-
tion, Civil Rights, and Civil Liberties will come to order. We apolo-
gize for coming to order late, but the votes on the floor necessitated
that. We will begin by recognizing myself for a 5-minute opening
statement.

Today’s hearing is the beginning of a process through which the
Subcommittee will revisit the statutory framework Congress estab-
lished in the 1986 Electronic Communication Privacy Act, ECPA,
in spite of the enormous technological advances which have taken
place in electronic communications over the last 24 years.

Because of the complexity of the subject, both legal and techno-
logical, this hearing will probably be the first of several we will
hold as we consider what, if any, reforms should be made to the
Act so that it might function more effectively in the future.

ECPA was passed in 1986, well before we commonly used the
Internet for e-mail, much less for cloud computing and remote stor-
age, at a time when cell phones were rare, often the size of small
kitchen appliances, and included no tracking technologies capable
of mapping our every movement. Communications technology now
evolves at an exponential pace.

So in 1986 ECPA fixed the statutory standards law enforcement
would have to meet to access private communications data in a
technological environment as far removed from our own as that of
1986 was from the day Alexander Graham Bell said, “Mr. Watson,
come here. I need you.” in the first telephone call 110 years earlier.

The lightning pace of innovation in communications technology
brings with it enormous improvements in the quality of life for our
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citizens that in many ways marked the age we live in as a new
epoch, which might be called the Internet Age. But it must be said,
particularly by the Committee on the Judiciary, that these events
also provide criminals with new platforms for unlawful activity.

Moreover, it must also be said here on the Subcommittee on the
Constitution that these robust new communications technologies
bring with them new opportunities for law enforcement agencies,
charged to protect us from such criminals, to intervene in our pri-
vate lives. Thus, we must consider whether ECPA still strikes the
right balance between the interests and needs of law enforcement
and privacy interests of the American people.

This is only the beginning of a dialogue that must go on to in-
clude the input of, among others, law enforcement at the Federal,
state and local level, private industry stakeholders across the com-
plex network of networks that is modern communications, and aca-
demic experts on technology, privacy and Fourth Amendment
issues.

But today all of the Members of the Subcommittee can begin this
inquiry through a dialogue that raises these issues with this distin-
guished panel of witnesses. Today we can begin the work of making
ECPA work for our time and for all concerned. This is an enormous
responsibility, and this Subcommittee needs everyone’s help to get
it right. As such, all of us sit on this panel at least in part as stu-
dents today.

I thank you in advance for what you will teach us.

As for myself, some of the questions I propose to the class are
how have changes in the Internet made it difficult for private in-
dustry to determine its obligations under Title II of ECPA, the
Stored Communications Act? How do current advances in location
technology test traditional standards of the ECPA of 1986?

More generally, in what ways have these and other technologies
potentially subverted one of the original and central goals of ECPA,
which was to preserve “a fair balance between the privacy expecta-
tions of citizens and the legitimate needs of law enforcement?” If
we are out of balance, what concepts should guide reform? I know
my distinguished colleagues will have other questions.

Finally, I would like to observe that we are aware that privacy
advocates and members of industry have worked together in an im-
pressive common effort to derive and propose some common prin-
ciples that should guide our inquiry on ECPA reform. I look for-
ward to hearing them articulated by our witnesses here in person.

It is my hope that we on this Subcommittee can emulate your
example and come together in a bipartisan spirit as we forge ECPA
reform legislation that will put needed reforms in place, hopefully
this year. I welcome our witnesses, and I look forward to your testi-
mony.

With that, I yield back. And I will now recognize for an opening
statement the distinguished Ranking Member of the Subcommittee.

Mr. SENSENBRENNER. Thank you very much, Mr. Chairman.

The purpose of today’s hearing is to examine the need to update
the Electronic Communications Privacy Act of 1986. Today’s hear-
ing is a result of calls by a coalition called the Digital Due Process
to examine how far apart technology and the law may have become
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and to see if reforms are necessary to keep the law current with
constantly evolving technology.

The genesis of ECPA in 1986 was a needed response to the emer-
gence and rapid development of wireless communications services
and electronic communications of the digital era. At that time e-
mail, cordless phones and pagers were by today’s standards in their
infancy, and as these devices have become smaller, cheaper and
more sophisticated, we have embraced them more and more in our
everyday lives.

The evolution of the digital age has given us devices and capa-
bilities that have created conveniences for society and efficiencies
for commerce. But they have also created conveniences and effi-
ciency for criminals, as well as innovative new ways to commit
crimes. Fortunately, new ways to detect and investigate crimes and
criminals have also evolved.

At the intersection of all these developments and capabilities are
the privacy rights of the public, the economic interest in expanding
commerce, the public policy of encouraging development of even
better technologies, and the legitimate investigative needs of law
enforcement professionals.

While some of the issues we will hear about today have been
heard before, this new initiative by the Digital Due Process coali-
tion was officially launched on March 30th this year. There has
been neither sufficient time to examine the concepts that are being
advanced in any meaningful way, nor has there been time to hear
from other stakeholders, including relevant members of the law en-
forcement community.

While the Digital Due Process coalition makes note that some of
the principles have been previously embraced by the House Judici-
ary Committee in 2000, it should be noted that just last year the
full Committee voted down advancing the requirements for obtain-
ing authority to utilize the pen register and for obtaining authority
to utilize the trap and trace device.

In fact, enhancing the standard for a pen register and trap and
trace device drew strong opposition from the National District At-
torneys Association, the National Sheriffs Association, the Fra-
ternal Order of Police, and the International Association of Chiefs
of Police, all of whom agree that the proposed changes to criminal
pen register and trap and trace devices would unduly burden state
and local law enforcement agencies, who regularly use these tools
in state criminal investigations.

There will no doubt be considerable debate on what may or may
not need to be changed, but there will also be debate on how any
needed change should be effected. I look forward to the witnesses
today, and I look forward to having you start the debate. Let me
say 1t won’t be the end of the debate.

Mr. NADLER. In the interests of getting to our witnesses and
mindful of our busy schedules, I ask that other Members submit
their statements for the record. Without objection, all Members will
have 5 legislative days to submit opening statements for inclusion
in the record. Without objection, the Chair will be authorized to de-
clare a recess of the hearing.

We will now turn to our first panel of witnesses—in fact, our
only panel of witnesses.
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Jim Dempsey is vice president for public policy at the Center for
Democracy and Technology, where he concentrates on privacy and
government surveillance issues. Mr. Dempsey coordinates the Dig-
ital Privacy and Security Working Group, a forum for companies,
trade associations, think tanks and public interest advocates inter-
ested in cyber security, government surveillance and related issues.
He received his J.D. from Harvard Law School. Additionally, Mr.
Dempsey was counsel to this Subcommittee under Chairman Don
Edwards. He continues to carry on that work at CDT, and I am
pleased to welcome him back.

Albert Gidari is a partner at Perkins Coie—or Perkins Coie, I
think, LLP, where he represents a broad range of companies on
privacy, security, Internet, electronic surveillance and communica-
tions law. His practice also includes both civil and criminal litiga-
tion, investigations and regulatory compliance counseling. He is a
graduate of the George Mason University School of Law.

Orin Kerr is a law professor at George Washington University,
who has written extensively on the Electronic Communications Pri-
vacy Act. From 1998 to 2001, Mr. Kerr was a trial attorney at the
computer crime and intellectual property section of the U.S. De-
partment of Justice. He earned his JD magna cum laude from Har-
vard Law School.

Annmarie Levins is an associate general counsel at Microsoft
Corporation. She manages the legal support for Microsoft’s U.S.
and Canadian subsidiaries, directing the legal teams responsible
for licensing and service transactions, anti-piracy investigations
and enforcement, Internet safety work and other areas. Ms. Levins
formerly served in the U.S. Attorney’s Office in Seattle and in the
Southern District of New York. She graduated summa cum laude
from the University of Maine School of Law.

I am pleased to welcome all of you. Your written statements in
their entirety will be made part of the record. I would ask each of
you to summarize your testimony in 5 minutes or less. There is a
light in front of you. When it turns yellow, that means you have
a minute left. And I would advise you that the Chair is somewhat
%ax in—or latitude in that area maybe in interpreting the time
imit.

Before we begin, it is customary for the Committee to swear in
its witnesses.

Let the record reflect that the witnesses answered in the affirma-
tive.

You may be seated.

And we will first—I now recognize Mr. Dempsey for 5 minutes.

TESTIMONY OF JAMES X. DEMPSEY, CENTER FOR DEMOC-
RACY AND TECHNOLOGY, VICE PRESIDENT FOR PUBLIC
POLICY

Mr. DEMPSEY. Chairman Nadler, Members of the Subcommittee,
good afternoon. Thank you for holding this hearing.

In setting rules for electronic surveillance, the courts and Con-
gress have long sought to balance three critical interests—the indi-
vidual’s right to privacy, the government’s need to obtain evidence
to prevent and investigate crimes and respond to emergencies, and
the corporate interest in clear rules that provide confidence to con-
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sumers and that afford the companies the certainty they need to
invest in the development of innovative new services.

Today it is clear that the balance among those three interests
has been lost. Powerful new technologies create and store more and
more information about our daily lives. The protections provided by
judicial precedent and statute have failed to keep pace.

The major Federal statute setting standards for governmental ac-
cess to communications, the Electronic Communications Privacy
Act, or ECPA, was written in 1986, light years ago in Internet
time. Among other key points, private information directly analo-
gous to a telephone call or letter now falls outside of the traditional
warrant standard when stored online. As a result, a major section
of ECPA is probably unconstitutional in many applications.

Every witness at this table today agrees that ECPA is outdated
and needs to be reformed to provide strong privacy protections
while also preserving the tools that law enforcement agencies need
to act quickly to investigate crimes and respond to emergencies.

For the past several years the Center for Democracy and Tech-
nology, my organization, has been chairing a dialogue among lead-
ing Internet companies, communications companies, privacy advo-
cates, law professors and attorneys in private practice to discuss
how ECPA was working and how it needed to be updated. We had
as part of our group several former prosecutors and several alumni
of the Computer Crime and Intellectual Property Section of the De-
partment of Justice.

In our discussions we were acutely aware of the needs of law en-
forcement. We started with a list of over a dozen issues. Some of
the privacy advocates and scholars wanted to go farther in
strengthening the rules, but the former prosecutors emphasized the
importance of preserving a sliding scale of authorities. We met
monthly and then even weekly.

Ultimately, we reached consensus on four principles—consistent
application of the warrant standard to private communications and
documents, consistent application of the warrant standard for loca-
tion tracking of cell phones and other mobile devices, true judicial
review of pen registers and trap and trace devices—and we can go
into more detail about what pen register/trap and trace devices are
and how they work—and no blanket use of subpoenas.

Now, in some ways—many ways, actually—these proposals are
modest. The proposals would preserve all current exceptions, in-
cluding the emergency exception that permits disclosure of e-mail
and other content without a warrant, even without a subpoena, in
times of emergency. We do not propose any changes to FISA or to
the national security letter provision in ECPA.

Our proposals on e-mail and stored documents focus solely on
compelled production from a service provider providing service to
third parties. We do not propose any change to the rules governing
how you get information directly from the subject of an investiga-
tion. A company could not hide behind ECPA if the government is
investigating that company. The rules permitting subpoenas served
directly on targets of an investigation will remain unchanged.

As Chairman Nadler indicated, the companies and organizations
endorsing this principle call themselves the Digital Due Process co-
alition. The coalition now includes major Internet and communica-
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tions companies, major think tanks, and advocacy organizations
ranging from the ACLU to Americans for Tax Reform and
FreedomWorks. We are continuing to add new members each week.

We see our principles as the first step—and I emphasize this—
just an opening framework in a process that will require public dis-
cussion, the engagement of other stakeholders, and most impor-
tantly, dialogue with law enforcement agencies. We have already
begun the process of discussing these principles with the Depart-
ment of Justice, the FBI, and the National Association of Attorneys
General.

We intend to get very specific in follow-up discussions, address-
ing concrete hypotheticals about how updates to the law would af-
fect ongoing practices.

Mr. Chairman, the coalition is not urging the introduction of leg-
islation. Many details remain to be discussed before we get to the
legislative phase. Other issues might be brought forward in addi-
tion to the four that we have put on the table. We urge this Com-
mittee and we are urging the Senate Judiciary Committee to move
cautiously, to hold further hearings, as you already indicated you
would, to listen to the views of law enforcement, of the telephone
companies and other carriers.

Professor Kerr in his testimony has proposed some excellent
questions that need to be and can be addressed and resolved. Some
of them, speaking for CDT, I have answers to. Others of them I
don’t have answers to yet. But we agree they need to be addressed.
Our coalition foresees a long-term process of hearings, dialogue and
consensus building. Together, though, we can re-establish the bal-
ance among those interests that were critical in 1986—law enforce-
ment, privacy and business.

I look forward to your questions, Mr. Chairman and Members of
the Subcommittee. Thank you.

[The prepared statement of Mr. Dempsey follows:]
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Statement of James X. Dompse
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HECTRONIC (OMMINICATIONS PRIVACY ACT REFORM
May 5, 2010

Chairman Nadier, Ranking Member Sansenbrennar, Members of the
Subcommities, thank you for the opporturity b lestily today.

Justice Brandels temously called privecy “the most comprehansive of nights, and
the right mast valued by o free peopia.” Tha Fourth Amendment embodies this
night, requiring a judicial warrant for mest seanches or seizures,' and Congress
s enacted numenous laws affording privacy protections gong beyond those
mandated by the Conslitution

In sattng rules for electronic survelllanca, the courts and Congress have sought
10 balance fwn critical imenests. the indradual's gt 1o privacy and fhe
povernment's nead to oblain evidenss 1o pravent and investigale crmes,
respond b emengency creumsiances and prolect the public. Mone recantly, as
technalogical developmants have openad vast e opporiunities for
commurication and commarce, Congress has added a thind goal: providing a
scund trust framewori for communications technology and affonding companias
tha clarity and certainty thay need bo invest in the deveiopmaent of innavativa nies
sonices

Today, il is clear (hat the batance among these three imlenasts — the individual's
night i privacy, the govarnmant's need for 1oois 10 conduct invesligations, and
tha inbarest of sendce providers in clanty and custiomar tnusi — has bean lost as
[powesrful e IBchnciogies create and siore more &nd mor nformation about
our daly vas. Tha protoctions provided by judicial procedent and statute hanve
faded to keep pace, and impartant infarmation is falling outside the traditianal
warrand standard

X i  rainagh e Court b swoogrined o e emiedd
inaiierm b fhis genetal rule ” Unded Slabes s Kass. 488 U5 T08 717 (1584)



Two magor developmants in lechnology in tha pasi ten years stand out

* “cloud computing,” the usa of Infemat-based resounces for the storage and processing of
all kinds of information - mone and more privade information i moving off the deskiop or
laptop computer and oul of our homes and ofices onto the remote computers of serdcs
providers, and

= Whe wirehess revolution, inwhich nearly 300 milion Amanicans rely in heir business and
parsonal lives on cell phones and other mobie davices, which genarate information
Iocating the indiwidual every lew seconds.

Under the Elactrornc Communications Privacy Act of 1888, neither of thess (aschnologies is
scconded ihe traditional prosection of the judicial warrant. According to ECPA, peivate
documents siored in the cloud, including &l our émail mone than 180 days. old, are available o
govarnment mvestgalon without B warrant. Likewsse, ECPA doas nol specily ihal a wamand is
requinad for the govarnmant 10 track our location through cur call phones. Thi courts, as thay
often have bean in tha pasl, arne baing slow in responding io these echnological changes.

Thes persanal and economic benefts of lechnological develapment should not come o the prce
of privacy. In the absence of judicial protections. i is lime for Congress ts raspend, as & has in
ihe past, to Bfford adequate privacy profectons, whis presening |aw enforcement locls and
providng clarly fo Serdos providers.

A Bried History of Elecironic Surveldiance Law

Thi history of privacy in America is charactarized by the recurring efforts of courts and
Cengress to cateh up with technclogy

In 1828, m Oimatesd v, Uinfed States, 277 ULS 4348, ihe Suprema Couwt hehd that a telephons
wiretap was nol & Search oF SeEUNe requifing & wamant under the Fourth Amendment_ In 1877,
this Court had held in Ex pare Jackson B8 LS. 727, that the Fouwth Amendmant applisd to
sanad letlers: aven though the lether was umned over o the Post Offica for defwery, il could not
ba openad without & wamant. The Oimstesd Counl, however, focused on S fact that
wirgtappng was dona gt @ remota poimt from the home, withcut a physical invasion, and
thawafore i tailed 10 see how a isaphone convarsation was samiar o a leiter. Tha Courl
concluded, in essence, that users of the telephone voluntanly sumandered the privacy of their
communications: “Tha reasanable view is that one wha installs in his house a telephona
instrument with connecting wires imends to project his voice o those quite cutsida, and that the
wings beyond his house, and messages while passing over tem, are nat within the prodection of
ha Fouwrth Amendment * 277 LS at 468

Jushce Brandais, in hes famous dissent, sakd that the maonty opnion was inconsistent both with
the developmaent of technology and wath the Court's earler ruling on the privacy of leflers.
Qrucitiryg the bower court, Birandeis sasd, “Thene ks, in essence, no difference batween the sealed
lettar and the private 1Baphone Message True, the one & visible, the othar imesble; the
on is tangible, he other intangible, the one i sasled, and the ofher unsealed, but ihese are
detincions without a diferance ™ i 8t 475, Brandeis wamad hal technology would continus
to changs in ways that would emda privacy If the lew remained static. “The progress of science
in fumnishing the govemment with maans of espionage is not likely to siog With wire tBpRing
Ways may soma day be developed by which tha govemment, without remawing papers from

cot



secred driwars, can reproduce tham in cour, and by which it will be anabled 10 axposa o @ jury
the mest intimate oocumences of the home " id at 474,

It tock 40 years for & Courl majiity to acknowledge Justica Brandsis’ call for technology
nautraity in iha application of the Fourth Amendmant. Finally, in Kadr v. United Stades. 389
U5, 347 (1967), Justice Stewart wrote that the “Fourth Amendment profects paopia, not places.
.. [What a parson] seeks to presanve Bs private, aven in an area accessible 1o tha public. may
b constutionally protected.”  The Courl based s decision in part on tha tact that the
telaphone had come to play a central role in overyday ife. id. at 352 ("To read the Constitution
mom namowly 1S 10 ignone the vial role that the public telephons has coma bo play in privabe
‘communication 7

To implamant ihe Constiutional ruing of Kadzr and ihe relsted case on buggng, Bamer v. MNew
‘York, 388 U.S. 41 (1987), Congress in 1958 adopted the federal Wiretap Act, 18 U S.C 2510 of
seq., establishing detailed procedural rules for obeaining judicial wamants 1o camy ouf wirstaps.,
Congress, howewer, fogeitng Jusbcs Brandes' prediction about the steady progress of
technalogy. onfy coversd voics communications carried over & wine and face-io-face oral
conversations

Afler Katz, the pace of technological change acceleraied dramatically. By the 18805, two forms.
dmmmwmummmmmmdnmm
windless islecommunications were emerging in tha form of early collular phones, and tha
modem was making it possible to transmit non-voice data over the telephane system. The
rationabo of Matz would seem to suggest thal wirtless and data communiCations wene jusi as
much protecied by e Fouth Amendment as wirskne, vaics calls, However, there were
arguments, hacking back to Dimstasd ihet cell phors users surrendered Iheir privesy when
ihey voluntanly Used & service Hat went over e air, Similarly, decisions of the Supreme Courl
holding that thens was no privacy ighl in Some kinds of records siored with a third party casi a
shadow of doubit over the siatus of Internet communications, which wers sioned on network
compubers as they hoppéd from node 1o node and before they wers accessad by thes mianded
reCpBnts

mmmumummmmMmmwam

emarging technologees 1o porcolate up through the courts. ARer all, i took decades for the
Bupreme Court 1o extend the Fourth Amendment 1o the telephone. The fledging wirsless and
Internat induwsines wanted to ba able fo assure polential customens that thesr communications
were private. Ky policymakers foresaw ihe patentiaf of these iachnologies, in terms of both
sconoms development and human interaction. Another Cirmstesd would have been devastating
to privacy and innovation. To remove the cloud of doubt aboud privacy, and in order bo provide a
sound footing fof mvastment and innavation, Congress sdopied M Electonic Communcalions
Privacy Act of 1888

The stated goal of ECPA was twofold: 1o preserve “a fair balance betwsen She privicy
expactations of Glizens and the legitmale needs of law enloncement,” House Commitiee on the
Judiciary, Elacironic Communications Privacy Act of 1586, H. Rep. No. 99-847, 0 Cong 2d
Sess 2, at 19 (1088), and 10 suppon Bha development and use of Ihese new technpiogies and
seneces, see 5. Rep. Mo, 9-541, at 5 (noting that legal uncertainty avar the privacy stalus of
new loems of communications “may unnecessanly discourage pobertial cusiomers from wsing
Innovative communications sysiems”]. 1 was the imend of Congress in encowage the
peoliferaton of new communications technologies, bul it recogni@ed that consumens would not

cot
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trust new technoiogses i [he privacy of thase using them was not prolecied. i, HR. Rep. No.
E-B54T, at 19 (1685)

ECPA updated the Wirstap Act by specifying thal a judicial waran was required for the
“nterception” of wirsless communicalions and data communications — that is, the monfonng of
cedular cals and amad in real-bma, 85 they weds beng ransmitied. ECPA also specified that
he govammant nesded a warrant o compel a senice provider to disclose the condent of amail
it was haldng in electronic shorage - bul only up lo a poinl. In 1885, Congress assumad tha
usars would access their email accounts penogcally and downioad their emad onbo their local
computers.  The sarvice providers would then dalete the email from thes senvers. Congress
ihought that the langest conceivable Bme that any service provider would keep email would be &
months So Congress provided that & warrant was reguined only for sccess 1o email 180 days
obd or lees. After 180 days, the account was Sssumad (o ba abandonad and the servica
providar could be compelied wilh & mene subpoena 1o tum over arything it still had.

ECPA also set standards for use of pen registers and irap trace devices (0 inlorcept dsaled
rumbés nformation. The Supreme Couwrt had ruled that telephone wsers had no privacy injénest
in the daling information associated with their phone calls. Congress reacied by requinng a
court arder fof live interception of daling information, but it set 8 very low standard, specifying
{hsl B couns “shal” spprove & GOveInmant requests cerfying that the sformation ikaly to be
cbbained is relevant 1o 8n ongong investigation. ECPA also authorized use of subpoanas o
compel disclosure of subscriber dlentifying information and sioned transactional records.

(hanges In Technology Bave Ouipaced ECPA

While ECPA was a forwand-lookang stafule whan enacted in 1988, technology has advanced
dramalically since 1086, and the sistuls has been culpaced. ECPA has not undergons a
significant revision since § was enacted in 1888 — light years ago in Inemat time. ECPA today
is @ patchwork of confusing standards that have bean interproded inconsisiently by the cours,
craating uncertainty for many sefvice providers and law enforcement agencies alika. Mofgover.
it prinades inadequale probection far huge amounts of persanal information.

Sinca enaciment of ECPA, there have bean fundamanial Changes in COMMUMCESONS
technoiogy mnd the way pedple w5e i, including —

«  Emall Most Americans have embraced email in their professional and personal ives
and wso it daily for confidential communications of a personal or busingss naturn
Because of ihe imponance of email and unlmited siorage capabilities available today,
oSt people Sive their bl indalinilely, just as they previously saved letlers and athes
correspondence. The diference, of courss, is that L is eadier 1o S8ve, seanch and
relrieve digial communicationa. Many of us now have many years worth of sicred
emal  Moreover, for many peopie, much of that emad is stored on the computens of
sarvice providers ” However, ECPA provides only weak protection for stored email
that is more than 180 days old, allowing governmental acoess without a warrant,

! Fom gmamgie, M‘lbﬂll“ﬂnmhmmwh—m Googhe, Google Slorwge svsllie

of Fitg e potcie «HUSET riitedd M 33, 2010} Googe s sscooniges i uen
N Wi R mnmmmm Eralabin al
gl pocgie Sird fwmdied blar, 30, 2000 (DoAY s o deiving [T friacal unar can go-

R S —
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Momover, the Justice Depariment argues that email loses the protection of the
warrant the instant the user sends it or opens it

*  Mobile location: Cell phanes and mabile internet devices constantly generals location
data that supports bath Sha underlying servica and a growing range of location- based
services of greal comveniencs and vaiue. This location data can be inencepbed in
realtme, and is oflen sioed in easily accessible logs fles Location data can reveal a
person’s movements, from which inferances can be drawn about Bctivities and
associations. Location dala is augmeanted by very precise GFS data being mcluded in a
arowing number of davices. ECPA doos not clearty specify o standard for
governmaent access to location information, and agents have boen obtaining it
without a warrant, Soe Mchael [siof, The Snitch in Your Pockat, Newswaak (Fob,
18, 2090) hitp: e nerwvivwook comid 182403,

« Cloud computing Increasingly, businesses and individuals are storing data “n the
cloud ™ wilh potentially huga benefils in terms of cost, secunty, flexibilty and the abilty io
share and colaborate. ECPA needs to clanify that data stored and processad in the
clowd has the same protections and standards for law enforcement pCcess a5 data
stored locally.

* Social networking: Cre of the mest stnking developmants of the past fow years has
bean the remarkable growth of social networking. Hundoods of millions. of peopss now
usa thase social media senices 1o sham information with frends and as an aliemative
platharm far prvate communicatons. Even when private records, photos and other
materials are shared only with a couple of friends, ECPA may provide only weak
protection, allewing governmental access without & warrant.

« Tracking and logging of onling activity: For a vanety of reasons, ntarmat Serece
providers, websites and other online senice providers collect and log detaled
informaton aboud orline activity. VWhile many Inemel users have a parception of
anonymity, in 1act much of what iney do onling can be parsonally bed o tham Bwough
their computer addresses and othar indormalion disciosed and logged in tha ordnary
course of using ihe imemel. ECPA suthorizes & subpoena bo acques canan types of
subscribar idenbfying informaton. Howewar, governmaent agencies have been filing
blanket subpoenas secking to identify all individuals who visited a particular site
containing lawful content or all users of a legitimate online service.

In the face of these davelopments, ECPA does ot provida protection suted 15 the way
technology is used ioday.

« Conflicting standards and (llogical distinctions: ECPA sels rules for govammantal
access io email and stored documents that are not consistent. A single email i3 subject
o multiple different kegal standands in its ifecycle. See Appoenda A To take anciher
auample, a private document stored on a8 deskiop compuber is protected by the warran
requirement of the Fourth Amendment. but DOJ argues under ECPA that the same
document sioned with 8 sarvice provder i not be subjed 10 the wisTan réquinemeant.

= Unclear standards: ECPA does not claarly siale tha standard Tor governmental Bocass

to locatan information. n the past 5 years, no fewer than 30 federal opnions have been
published on government access o cell phone location infcrmation, reaching a variety of
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= Judicial eriticism: The couns have repeatedly criticized ECPA for beeng cordusing and
diffscuilt 1o apply. The Ningh Circuil in 2002 sad that infermad survedlance was “a
confusing and wncaran area of the law

= Constitutional uncertainty: The cowrts ane equally conflicted about the application of
the Fourth Amendment io new services and information. A disirict court in Oregen
recently opined that email is not covered by the constitutional pratections, while the
Hinth Circuil has held precigaly the opposite  Lasi year, a panel of the Sixh Circuit firs
ruled that email was protecisd by the Constitubon and then a larger panel of ihe court
wacabed the opinon on procedural grounds, leaving the msus up in the ar.

This murky hegal landscape does not serve the govarmmant, Customens o Service provders
wall.  Customers ane, at best. confusied abaut whather their data is subject 1o adequnte
protechians when the govemmant seeks access. Companies ang uncertain of their
responsdilities and unable 1o assure their customers that subscriber data will be unifonmly
protectad. The currend stabe of ihe low does not well serve baw enforcameant inbérests silher, as
resources ang wasted on iligaton over applcable standands and prosecutions ane in jeopandy
should the courts ulimately rula on the Consttutional guestions.  The solulion i a clesr sel of
ruls for taw anforcement access that will safeguand end-usar privacy, provide clasdty for senvice
prowiders, and enable lew enforcemant officials to conduct effective and efficient investgations

The Mgital Bue Proces Coalition

For meary (hree years, piivacy advocates, legal scholars, snd majer Intsmet and
COMMUuNCAlons Serics providers have baen engaged in a dialogue to explone haw ECPA
Bpphes 10 new servces and technologes. The Center for Democracy & Technology chaired
inose dscussions. Earlier thes year, those discussions reached a miastona whan a diverse
coalition developed consensus arcund & cone set of principles for updating ECPA. The
principies are open for signature and new entites & continuing 1o endorse i The coaliion o
far intudes AQL, ATAT, CClA. eBay, Google, Inel, Microsofl, NetCoalition, and

Salesforce com, as well as tha ACLU, the Electronic Frontier Foundation, Fresdom\Works,
Amaricans for Tax Raform, and the Compeditive Enterprise Instituta. See Appando B for @ full
list of Coalition mambers

The coalition dd not Sesk to answer & questions of concams sbout ECPA. Though mambers
of the coaition may differ on the specifics, and some individual members woulkd support
mdditicnal changes, all sgreed on four principhes that provide B framework for opsning 8 public
cealogue on ihe s This s what the coalition reached consensus on;

Updating The Electronic Communications Privacy Act of 1988

Owerarching goal and gulding principle: To simpdfy, clanfy. and umntfy the
ECFA sfandands, prowding SIrnger orvec) prodeciions for communcations and
associaied cata in response fo changes i fechnoiogy and My Senices and
usage pattems, whie presending the legal fools recessavy for govermman!
agencies toenforoe the lows. respond fo emegency circwmsEances and profect
i pudic.

These prnciples would nol change, and ane subyscf fo, the curreaf defindions,
axcaplions, immuntas and permssions n ECPA
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1 A govenmantal entily may requine an entify covened by ECPA (a prowder of
WINE OF (SCHDNG COMMUTACIoN Service or @ prowder of nvmale
senace) fo disciose commuricadions ihal are nod readily accessible fo the
puhbc only with a seanch warant issued based on & showing of probatie
causes, regarchess of the age of (he communications, (he means or sfafus of
fhair Sfarage or [ prowicer's Sccess [0 or use of the communicalions in is
nemal Business operalions

2 A govemnmental griily may SCoess, o may M @ coveved eafity fo
provide, prospectively or relrospectively, location information eganding a
mabie communvcations dewce anly with & warranf issved based an a
sherwing of probable couse

3 A governmental enbly may acoess. of may Mequng 8 covered enfity fo
Prowide, prospectively o m real time, daled number infarmation. emal fo and
from infarmation or cifer data curmently covened by the authonty for pen
rogisters and frap and frisce dinices only affer judicial review and @ cowt
findling that it govesimenisd enfity has made a showing al leasd as sirong as
the showing undar 2T03dy

4 Where the Sfored Communcabions Aot awhonizes a subpoena fo
aoquine information, a ovemmantal entdy may use such subpoenas only
for infarmation nlated o a specified accounl(s) or individual(s). AV non-
pavticidanzed mguests musd be subject io judical approval

In Ehis weitien testimony and in my oral remanks, | speak only on behall of COT. | do not speak
for tha coakton of sy of iis other members. Howsver, | driw extensivaly on 8 background
mamo prispared by the coalition. The full consensus toxt of the DDP mamo is onling at

ity s cigitalduaprocess org,  In addibon, the site incluces & lengihy Bnalysis by J. Beckwith
Burr of Wilmertiale.

The erweranching goal of ECPA reform should be to balance the faw erfoncement interests of the
govornmant, the privacy intorests of users, and the intenesis of communications service
providers in certainty, efficiency and public confidence. |n addition, the following concepts
should guide any refarm:

« Technology and Platform Neutrality. A panicutar kind of informabon (Tor example, he
corent of privale communicalions) shoukl recane the same kvl of prolection
regandless of the lachnology. platform or business model used o creabe, communicale
or shore 1L

s Assurance of Law Enforcement Access. The reform principles would preserve all of
fhe buiding blocks of crimanal investigations - subpoonas, court orders, pen register
orders, trap and race crders, and warrants — as well 8s the shiding scale that alows the
government to escalate s investigative effars,

= Equality Batween Transit and Storage. Ganerally, & parboular category ol nformation
should ba afforded the same level of prolacton whather i is in iransit or in sioEge.
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Consistency’ The conbent of communications should ba protected by & courl onder
based on probable cause, regardess of how old the communication s and whether i
has bean “opanad” of not.

Simplicity and Clarity. All stakeholders — service providers. usaers and govemman
investigators = deserve clear and simple rules.

Recognition of All Existing Exceptions Ohver the years, a vanety of excepbons have
Been wrilten into the ECPA, such a3 pravisions allowang disciosuras io (he gavemmen
without coun onders in emergency cases. These principles should leave all those
axcaplions o place.

Rathar than atbempt a full rewnte of ECPA, which might have unintended consequences. if is
bt to focass just on the Mo importan Bsies - hose thal are aming daily undar the current
I Bccass 1o email and other pivate communscatons sioned i (he cloud, access 1o lecation
information, and the use of subpoanas 10 obiain ransactonal data

What Would HPA Redorm Mean In Praciice

Stored Communications and Private Doouments: The first principle endorsed by the DDP
coalition is that the govemment should obtain @ seanch warrant based on probable couse beform
it can compal a serice provider 1o disclose a user's private communications o documents
stored onlina.

This principle appiies 10 privabs comMucations, documants and alher peivals user
contant sioned @ or transmited rough the Inemet “doud™ 1he same warrant standard
hat the Consbiution and tha Wirelap Act have traditionally provided for the privacy of our
phone calls of the physical fles we Sion in our homes, |t is intended io apply bo privata
emads, instant massages, e messages, word processing documents and
spreadshests, photos, Internet saarch quenes Bnd privae posts made over social
networks. |l (8 nod intended 10 apply 10 materials reveakad (o the pubsc on the intermal

This changa was first proposed in bi-partisan legislation introduced n 1953 by Senators
John Ashcroft and Patnck Leahy. It is consistent with necent Appeals Court decisions
hodding that emails and SMS et messages sioned by communications providers ana
profecied by the Fourth Amendment, and is also consistert with the tatest legal
scholarship on tho issue

Location Tracking: The second DOF relom principle states that the govermment should obtain
8 search warrant based on probable cause befors it can track, prospectively or retrospectively,
tha iocation of @ cell phone or othar mobidle communications devica.

= This principle addresses the treatment of the growing quantity and quality of data based

on the lecation of cell phenes, laptops and other mobile devices, which is cutently the
subjedt of conflicting court decrsaons; § proposes the condlusion reached by a majonty of
the courns that & search waiman! il requingd for real-time cell phons bracking, and would
apply the same standard io Bocess 1o sionad locaton datla.

Marry detsils of this prncple would have to be worked through, inciuding the definiton of

Iocation infarmation, the exceplions thatl would be recognized (which would cartainly
have 1o include emergency circumsiances), and the relationship betwean requests for
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location mformation and requaests for other call delad records and subscribar identifying
Infarmiaton

« & warran fior mobile location information was first propased in 1988 as part of the
bipartisan Ashorof-Leahy bill. The House Judiciary Committes in 2000 reported by a
20-1 wote legisiazion that would have requined & warrar for real-tme tracking of mobie
phones See Appendix G for 8 companson betwean the DOP prnciples and e 2000
House Judiciary Committes vole,

Access to Transactional Data: Undér the DDP's third principle, befone abilaining fransactional
data in real ime about when and with whom an individual commurscates usng emal, instant
messaging, bext messaging, the talephone or any other communications bechnalogy, the
gorarnment shousd demonstrate b a court thal such dats S relevant 1o an suthorzed chiminal
investigation

= In 2001, the law gowvaming “pan registars and irap & tace devices™—iachnoiogies used
fo obtain transactional data in real tme about whan and with whom indniduals
commurscate ovar the phone—was expanded 1 also alow mondoning of
communscabions made over the Intarmat. in particular, the dala at isses inchudes
irfarmation on wha individuals email with, wha indaaduals IM with, who mdnvaduals send
fexd messages 10, and the Inemed Protocol addresses of 1he Intemed sibes individuals
Wit

»  This principie weuld updats the lew o reflect modern techrology by establishing judial
review of survedlance requasts for this data based on & factual showing of reasonabis
Qrounds 1o bebave that the information sought & releyvant and malenial 10 8 crime being
inmvesligaied

Overbroad Subpoonas: Finally, before obtaning ransactaonal data about mulliph unidentfied

usars of communications o ofhar onling senices whan rying 10 rack down a suspect. the

govarnment should firsl demonstrate to a court that the data is needed for its criminal

imeastgaton

+  This principle sddresses the crcumsiance whan the govermment uses subposnas 1o gat

infanmation in bk aboul Bhoad categones of lelephone of Intermet users, rather (nan
seeking the reconds of specic indhiduals that are relevant 1o an investigation. For
axample, hers have been reported cases of bulk requests for nfarmaticn about
averyons thal vissed 8 particular web site on & particulsr day, of everyona thal usad the
Intermed to sell products in 8 particular jursdiction.

=  Becauso such byl requasts for information on classes of unidentified ndniduals

Iimplicate unigue privacy intenasts, this principle applies a standard requiring a showing
fo the court that the bulk data is relevant 1o an mvestigation

‘What (he Digltal Dee Process Principbes Would Kol Do
In tha wiew of COT, the recommaendatons andorsed by the Degital Due Process coalition are

quite madest and would have minimal adverse impact on law anforcament immsSgations while
providng important privacy protections.
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Thay would not affect FISA or ihe National Sacurtly Letter authority of ECPA (18 LS.C
2708)

Thiay would not affect emengency disclosuras. The Wirelap Act, the Stored
Communications A, and the pen registenirap and trace provisions all contan
emegency mxceplions that permil inlerceptions and service provider disclasure withoul
a warrani (and even withoul a subpoona)  The principles offered by the DDP would not
affect any of these emergency daciosures. The warrant fequirement Iof Bccess 1o
Ioeation mfarmation recammendad by DDP would have 1o be subjéct 10 Similar
emegancy axcaptions. Cals 10 511 would steo be axsmpted from the warrant
requiremant, under both the consent principle and the emergency exceplion

mmwmmmm Service providers cumently have broad
auiharity to monitor their cwn natworks for cybarsecunty puposes and b0 disclose b0 The
governmant information about suspecied attacks or intrusions. The DOP
recommendabons would not alter these authorities.

Thery would have 2emo mpact on child pormography, child abuse and child safisty
wmmmmmmmmmmmﬂw

Thty o not alber in any wiy the chid pomography repoing
prmmmhdullmmm Thiey do nat alter the exceptions of olher PErmissions
granted in the statute for proveding nfermation o the gavemnment in child abduction
casas. They do not alter any authority that service providers have to monisor thair
systems for child abuse images and 1o disclose such images to NCMEC or law
anforcemant

The recommandations would not cover anying publely disclosed on the Inbamat
Mongawer, thy would not stop @ police officer from “friending” someond on Facebook
and obtaining BCcess o othersise privale communicatons. The rules parmitting
undercover operations and other decoptive lechniques would remain unaffected,

The recommandations, ke ECPA itself, focus on compulsory access from seraco
pronidiers. The recommendations would not change the rules for yoluntary disclosure by
the customers of those service provders. Noe do the recommendations changs the
rules for use of subposnas senned on e sender or resipent of an email o the craator of
& document. The nue applicatle to postal mail would sl apply 1o emad the recient of
an email, ke the recipeent of 8 letler, could voluntanly disciose that amal o the
govemment and could be compefled 1o disclose & with 8 subposna. The sender of an
amad could be compaiied to disciosa I with & mera subpoena to the sama axtant that
tha: sandor of a letter can be compalied to disclose a retained copy. I the crealor of a
docurment could be compelled with @ subpogna to disclase it under the DDP principles
the creator could be compelied to disciose whather the document was stoned locally or in
the cloud.

The recommandations preserve ihe “builiing biocks™ of criminal irvestigatons, Under
current law, govarmmant imeestigatons often work their way up the [adder to probatie
causE, Slarting with subpoenas lor subscnbed identifying information and siored
transactional data, then moving to counl orders undar 2703(d) for more datailed
transactional data and court orders, based on less than probable cause, Tor real-tima
interception of signaling and routing information. Based on analysis of this and other

cot

wrermcdioeg
L]



17

dala, thay may then have probable causa to oblan a search wamant. The DDP
recommandabons presarve &l these building biocks of the invesligatve process.

Dischosure fo a Third Party Does Xoi Destray a Privacy Inferesi

The ECPA reform propossis hers e consisten with ihe long line of cases holging thal
indivicuals have privacy nghts & matenals that they entrust to Ehird parties and in spaces rented
from thind parties. As nobed abowe, the Supreme Court has ecognized &

expactation of privacy in the contents of sealed packages and latiars, aven whan those lethors
wnd packages are volurtanly grven o the govemment-run Post Office. Ex Parfe Jackson, 96
WS 727, TX3 (1877). Bank customers have a privacy inbenest in the contents of thair sate
deposi boxes, requining a wamani for govemmaent access. Linted States v Thomas, Mo, 88-
G341, 1589 WL 72926, st "2 (Gth Cir. July 5, 1589}, Moreover, this phivacy nght sufvives even i
ihes service provider Ras rghts 1o ener ihe profacied space o inspect the malenal  Tenanis in
renbed reskdances and hoted rooms maintain Fouth Amandmeant prvacy nghts in ther unis.
Stoner v. Calfornia, 376 U5, 483, 480 (1964). The Eact thal landionds and hotel managers may
be antithed 1o ener the premsses for mantenance and other purpeses does nothng ba diminish
the tenants’ expectations gainst the govemment. i

The Wiretap Al recognizes the same principle |t permils sevice providars i condud] service
sality monitonng and to examing and dscloss customer communications far the purpose of
prolecting the nghis and propedty of e service provides. None of thase aclions dminish the
privacy rght of the ielephone customer 83 agamsi gevernmental intnesion, nor should the
Bclivites of providers of free Inemet amad and free cloud compubng sendces dminish the
peivacy nighls of users &5 against others:

Diler BCPA lssues May Deserve Attemtion

There am other issues that may mart atiention in addtion to those covared by the consansus
principes of the Digital Due Process coalition

= Chvil libgant access. Several courl decisions have made it clear that ECPA does not
allaw ivil litigans 1o compsel the dischosung of communications by eletironic
COMMUMRCAtons sarvice providers o providers of remole computing Senice 1o the
public; under inese rulings, such requests should be served on the sender or recipsent al
thet coMMUNICAEONS who can e compalled undar nonmal discovery nes 1o ether
reiriewve them and dsclosa them o the Msgan or 1o give consent 1o the Bendce provider
fo isciose them. While these ceses &'e @ cormect reading of ECPA. and while ihey offer
a clear path lo dscovery in most cases, senvice providers continue 10 spend
considarable rescurces dedending against civil itigant reguests, brafing the issue one
courtat a time.  Some have argued that ECPA could be clarfied, while perhaps
including a safety valve process for cases in which the user whose communications are
sought cannol be found.

»  Reporting and yansparency. The Wirstap Act requines anmeal pulblication of statistes on
wiretapping, but 1here is no companabie requiremant foe pen negister and trap and race
devices of for compulsony declosure of sioned content.

= Tha Wirstap Act only covers interception of communications. It does not cover the use
af video cameras in private places. The recent case in Manan County, PA, in which a
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school tumed on the cameras in compulers issued 10 students and took pictures of tha
studants engaging in a varaty of activibes inside their homes, highlighted this gap in the
law, Sow Testimany of Kewin Banksion befors the Senate Judiciary Committes,
mrrmmummwwuumw 2010]

developments are sunely on the way, Our economic recovery depends in large part on
innevation in informaton and communications lechnologes.

These benafits shoud ned coma at the pnce of privacy. Nor should privacy concems ba allowed
o discourage further innovation. A3 it has in the past. Congross should update the privacy lows

with & subposna, 2o long &8 the governmen cannol make bianket requests without judcial
spproval. These changes would provida the framework Tor further mnovatan and grewsh
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Appendix A
e Email - Multiple Ditlerent Siandards

ECFA, as mberpreted by the Justice Depatmant and the courts, provides a patchwork quili of

standards for governmental access 10 email. Under ECPA today, the status of a single emad

changes dramatically depending on where it is stored, how old it is, and even the disirict within
which 1he govemmant (SSuss of Seres iis process,

Samndards for acoess (o the content of an amail

Draft omail siored on deskiop computer = 4% an email is boing drafted on a person’s
computer, that email ks fully protected by the Fourth Amendment the govemment must
obilan a search wantan from a judge in onder 10 salze the compuber and the emadl

Draft eemail stored on ghlal ~ Howeaver, if the person draltng the email uses a "cloud”
sarvice such as Google's ghiail, and stores & copy of the drafl emed wih Google,
irtencfineg 1o fintsh 1 and send it laber, ECPA says thal Google can be compelied 1o
disclose the emall with a mere subpoena. 16 U.5.C. 2700},

Contend of amaid in transit = Afler the person writng the email hits “send,” the email is
again protecied by the full warrant standard as il passes over the Intemat. Most
scholars and practiionens assuma that the Fouth Amendmend applies, but in sy case
tha Wireap Act requines & warrant 10 infescepl an email in transit.

Comtand of amad in siofage with serice provider 160 days or less — Onca tha email
reschas the mbox of the intended recipsant, i falls out of the Wirelap Act and nbo the
portion of ECPA known as the Stored Communications Act, 18 USC. 2T03(a) Al least
50 long as the email is unopengd, the service provided can be forced (o disclose i bo the
fevesmment only Wwith & warrant

Content of opaned emai in slorsge with senvica provider 180 days of lass — The Justics
Dapastment argues that an emad, onoe cpened by (he inftended recipsent, smmediataly
Inses the wamant profection and can be oblaned from the service provider with & mane
subpoana. (Uinder the same theory, the sender of an email immediately ioses the
warrant protecion for 8% sent email ) Tha Minth Circut has repected this argumant. Tha
quistion remains unsetted in the rest of tha country. The Justics Department recently
sought opaned email in Colorado withoul a warrant. when the service provider resisted,
the govermment withdréw il nequiest, which means in offect that culsade of the Ninth
Circuil thera is one standard for service providers who comply with subpoenas and one
for senice providars who @nsist on B warrant.

Contend of amad in siorage wah servce peovider more than 180 days — ECPA specifies
that ail amail afler 150 days loses the wamant protection and is available with a mane
subpoana, issued without judcial approval

cot~



20

Appendix B
Members o Higial Due Proces
(a5 of May 3, 2010}

Cwmpanies

AL

ATET

Data Foundry

ey

Google

Irtegra Telecom

Irted

Loopt

Mazrason

Saleafonos, com

TRUSTa

Computer & Commurecations Industry Association (CCLA)
Consumer Action

Distribubed Computing Industry Association (DCIA)
Electranic Frontier Foundation (EFF)

Thee Future of Privacy Fonm

FreedomiVorks

Irfcrmation Technology & Innovation Foundation (ITIF)
NetCoalition

The Progress & Freedom Foundation (FFF)



21

Appendix ©
DO Principles Previously Approved by House Judictary Commiiee

Dunng the 106th Congrass, Representalive Chanes Canady (R-FL) introduced H.R. 5018, the
Elaction: Communications Privacy Act of 20007 The Judciary Committes Favorably raparted
H.R_ 5018, on & biparisan vote of 20-1.*  As reported, H R. 5018 included many of the
principbes that have now bean adopied by the Digital Due Process (DOF) coalition.
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the same affect

| recipiant
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| sleclonic storage.
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repeat offenders who uniewiuly disciose
O iNGEICEDE Wine COMMUMCAGONS
IDed not acddrass bianket subpoenas.

The DOP prnciplas oo not Bddrass 1he
exciusionary rua

The DOP principles do not Sdaress cndl of
erimingl panalties

Roguire the govemmant io seek judicial
approval, rather than wse a Subpoana, in
oroar ko oblain fransachonal data about
multipbe unidentified wsers of
communications services

"R, SOT8, 100 Cang.. Hip B e gevop-bn Sdguer's W00 HL I A018
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Mr. NADLER. Thank you.
Mr. Gidari is recognized for 5 minutes.

TESTIMONY OF ALBERT GIDARI, PERKINS COIE LLP

Mr. GiDARIL Thank you, Mr. Chairman, Committee Members. It
is a pleasure to be here.

Today I appear as an individual not representing any particular
service providers or clients, but over 15 years I have had the pleas-
ure of working with many in industry in their implementation and
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compliance with ECPA and with the Communications Assistance
for Law Enforcement Act.

These service providers are caught in the middle every day. The
best way to determine whether ECPA is out of balance is to take
a look at what service providers do every day, and that is essen-
tially guess.

They try to understand what the law requires and implement it
on a daily basis, but because the law relies so much on definitions,
like an electronic communication service provider to the public or
a remote computing service provider to the public, service providers
have to understand how the law applies to them and the legal proc-
ess they need to disclose user communications and information. If
they don’t understand the bright line rule, then mistakes can be
made, and those mistakes carry real consequences.

We have cases, one heard just recently in the U.S. Supreme
Court, where the service provider guessed wrong, thinking it was
one thing when it was another, in disclosing communications on a
lower standard than it should have and therefore being liable for
that privacy breach.

That is an untenable position for the men and women of service
provider security offices, who every day deal with these requests
from law enforcement and understand that those requests are
valid, important, and sometimes life-threatening, but yet they also
have user privacy concerns, and they must meet that imperative to
protect user information.

So it is an untenable position for them. They have a real identity
crisis about what they are today when in a social networking envi-
ronment, you could be just as easy an electric communications
service provider as a remote computing service provider, and who
knows under the definition what you are? It is a very difficult posi-
tion.

So we know it is out of balance, and we know clarity is impor-
tant. As much as the academic debate about what the right stand-
ard is interesting, it isn’t as interesting to service providers as hav-
ing a clear rule. So if there is anything that can come out of this
hearing and future hearings, clarity first and foremost.

I would like to observe also with location-based services, for 15
years I have worked with wireless carriers and their response to
law enforcement requests to use what is a remarkably robust and
important tool for law enforcement, tracking capabilities, the abil-
ity to find a bad person or a kidnap victim in real time as quickly
and as efficiently as possible. It is a great, great capability, but
right now it is a muddle.

Service providers haven’t got a clue what the right legal standard
is, and within the same judicial district, you might have two mag-
istrates who disagree and issue contrary orders for the standard
upon which to disclose that information. And what information
should be disclosed? How often? How frequently? It is not uncom-
mon for law enforcement to ask for a phone to be pinged every 15
minutes.

In a lot of ways service providers’ security offices and their per-
sonnel feel like they are the customer service of some computer or-
ganization, having to respond to incessant and continuous requests.
Now, they are important requests, but the fact is the law does not
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state how often, how frequently, how rich, how detailed and to
whom that information should be provided. The service providers
simply need the clarity to understand what to do.

Lastly, I would like to just observe that in ECPA there are some
areas for improvement on transparency. It is difficult to make pol-
icy if one doesn’t know how much information is collected. And
from a personal perspective dealing with the volume of requests
every day, this Committee and the public would do well to have
clear numbers before them.

The number of user records requested on a daily basis is astro-
nomical. We can commend Google, who recently published through
their transparency project, a list of statistics that show the number
of requests that they receive on a regular basis. Those numbers are
dwarfed by the number of requests that service providers like wire-
less carriers receive every day.

Just yesterday the administrator of the courts received the wire-
tap report, and that annual report tells you the number of wiretaps
conducted each year. For the past year, 2009, the numbers went up
26 percent. There is some good in those numbers. The U.S. stacks
up pretty well compared to the rest of the world. If all we had was
2,600 total Federal and state wiretaps last year, somebody is doing
something right and reviewing them carefully and not over using
them.

Unfortunately, we don’t know how many pen registers have been
implemented. We don’t know how many location orders are imple-
mented. And we certainly don’t know how many user records have
been asked for, used, and how long those are retained. If we could
do anything to improve ECPA and its transparency, the collection
and publication of that data would go a long way to helping the
Committee make decisions on good, solid policy.

Thank you, and I hope to answer any questions you have.

[The prepared statement of Mr. Gidari follows:]
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Mr. Chairman and Members of the Subcommittee on the Constitution, Civil Rights, and Civil Liberties, my
name is Albert Gidari and | am a partner at Perkins Coie LLP where, among other things, | represent
service providers in responding to government requests for user information under the Electronic
Communications Privacy Act of 1986 ("ECPA"). Thank you for the opportunity to submit this testimony
concerning the need for reform of ECPA to address new innovations such as social networking, cloud

computing and location-based services.

Let me say at the outset that these comments reflect my personal views and | am not speaking for or on
behalf of any client or group of clients. Instead, | offer my personal observations on the state of ECPA,
drawn from over 15 years of working with a wide variety of service providers, including wireless carriers,
ISPs, and other online companies. Frankly, from a service provider's perspective, ECPA is broken. How
the law applies to all of the new services, applications and technology available to users today is at best
an educated guess. As a result, service providers are caught in the middle between law enforcement

demands for ever more information and the legal imperative to protect the user’s privacy.1

ECPA reform should get service providers out of the middle. The privacy community and law
enforcement may not agree on the legal standard that should apply in every case, but everyone agrees
that service providers must have clear rules for disclosing user communications and information. The
rules are not clear today and will be less clear tomorrow as innovation and new services arise that

Congress did not contemplate in 1986 when ECPA was first passed.

The Center for Democracy and Technology's Digital Due Process Principles2 (the "Principles") provide a
sound basis for ECPA reform and would go a long way toward addressing what service providers want —
bright line rules for disclosing user communications and information regardless of the characterization of
the service, the type of technology employed, or whether the information is in transit, at rest on some
computer server before reaching its intended destination or stored in the cloud. To demonstrate the need
for clarity, these comments review how ECPA might or might not apply to a typical cloud computing
application — the online editing and sharing of documents — and the uncertainty about the legal standards
that apply to disclosure of the document and user annotations. Similarly, location based services are
proliferating, but the legal standards for disclosing historical and prospective location information are a
muddle at best and inconsistently applied at the state level. Finally, there are a number of steps
Congress can take to improve transparency and process in ECPA to the benefit of user privacy and
service provider operations. Enhanced reporting of the number of user records obtained each year, for

" For a detailed discussion of the serious conflicts that arise between service providers, law enforcement
and users, see A. Gidari, Keynote Address: Companies Caught in the Middle, 41 Univ. of San Francisco
L. Rev. 555 (Spring 2007).

2The Principles can be found at: hitp://www digitaidueprocess.orgfindex.cim?objectid=89629E40-2551-
11DF-8E02000C296BA163.
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example, would provide the grist for better policy determinations. Likewise, service providers should be
able to recover their costs of compliance, and users should be notified of legal process unless doing so

would have an adverse effect on an investigation. These improvements would go far to improve ECPA.

What Rules Apply to Services in the Cloud?

Consider how ECPA might apply to a cloud computing service that permits users to create, store, edit and
share documents over the Internet with others. The service is free to users, but it is advertising
supported; that is, ads are served to users based on a mechanical scan of the content of the document
for key words that advertisers use to display text ads. The service permits users to post documents and
then invite others to view or edit them. Indeed, invited "collaborators” can annotate and edit the

document in real time, seeing each others' changes as they are made.

Here's how such a service might be used today. A college student can post her paper via a cloud
computing service and invite her professor to view it online. The invitation is in the form of an email
generated from within the application when the student opts to share it with others. The professor can
then access the document simply by clicking on the link provided in the email and then proceed to
annotate the student paper, asking guestions like "what is the cite for this quote?” The student may
respond in real time by adding, for example, a footnote citation and inserting a comment that the citation
was inadvertently omitted. The professor can see her typing as the words appear on the screen in the
document itself. If the paper was a joint student project, other students could follow the real time
annotations and changes. If they were offline when the changes were made, they would receive an email

notice that the paper has been revised with a link to go view it.

There is substantial doubt as to whether or how ECPA applies to the service. Yet, the answer determines
whether law enforcement will need probable cause and a search warrant to compel disclosure of the
document and annotations or whether a mere subpoena issued without judicial review or even notice to
the user will suffice. The privacy implications are palpable. If the service provider is a remote computing
service to the public under ECPA, then law enforcement may compel the disclosure of the document and
annotations with a grand jury or administrative subpoena with notice to the user unless such notice is
delayed because it will have an adverse effect on the investigation.3 If the service provider is an
electronic communication service provider to the public under ECPA, then the government must obtain a
search warrant based on probable cause to compel disclosure of content in electronic storage for less

than 180 days. Thus, under ECPA today, it is the characterization of the service provider and its service

*Asa practical matter, the service provider has no way of knowing whether a user has been given notice
of the subpoena. Law enforcement agents are not required to certify that notice was given nor are
service providers required to obtain proof of notice before disclosing the information.

2-
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offering rather than the content of the document or communication that determines the degree of

protection afforded to users.

On the one hand, the student stores the document on the host's servers and uses the service's features
to process her edits. The service seems to fit the ECPA definition of a remote computing service - “the
provision to the public of computer storage or processing services by means of an electronic
communications system.”4 But the sharing and collaboration features of the service have more in
common with an electronic communication. Indeed, the purpose of posting the document is to provide
others access to it and the service provides capabilities for users to communicate within the document
itself through annotations or embedded comments. ECPA defines electronic communication to mean
"any transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in
whole or in part by a wire, radio, electromagnetic, photoelectronic or photooptical system that affects

w3

interstate or foreign commerce."” If the service provider is wrong about how to characterize itself or the
service, user information may be disclosed on a lesser standard, and the service provider may be subject

to civil suit.

The risk is not theoretical. In Quon v. Arch Wireless Operating Co., Inc.a case just argued before the
Supreme Court on a different point of law, the service provider incorrectly decided that it was a remote
computing service for purposes of disclosing stored text messages to its customer, the City of Ontario,
California. The Court of Appeals for the Ninth Circuit decided that the service provider was in fact
delivering an electronic communication service and therefore it needed the consent of the individual
users, not the City-subscriber, to disclose the stored communications. As a consequence of guessing

wrong, the service provider incurred liability.

To further confuse matters, the Department of Justice ("DoJ") takes the position that, notwithstanding the
Quon opinion, a service provider may offer both a remote computing service and an electronic
communications service simultaneously, or it may not be covered by ECPA at all. For our college
student's document in the cloud, if she didn't share it with anyone and simply stored it with the service
provider for her own use, presumably DodJ likely would view the service as a remote computing service.
But because the service provider is permitted to access the content of the document for advertising
purposes, DoJ would say that ECPA does not apply at all to the service. The document simply falls
outside ECPA and a simple subpoena without any notice to the user would suffice to compel its
disclosure.

“18U.S.C. §2711(2).
5 1d. § 2510(12).
® 529 F.3d 892 (Sth Cir. 2008).
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Itis unclear whether DoJ would agree that the collaboration and sharing features of the service that
permit users to communicate with each other within the document itself constitute an electronic
communication service. But even if it did, once the annotations were read by any other person authorized
to view them, DoJ's position would be that ECPA no longer applies, just as it contends ECPA does not

apply to opened email.”

So what is a service provider to do? CDT's Principles would treat user generated and stored content the
same regardless of the service, functionality or technology involved. The Principles would require the
government to obtain a search warrant based on probable cause to compel disclosure of any content
stored in the cloud. This approach has the virtue of assuring users that their information will be protected
the same in the cloud as it would be on their own computer in their home. Service providers would have
a clear rule that would be easy to follow, and litigation would be avoided. In practice, some service
providers already take this position and any applications that permit users to share content are treated as

electronic communication services.

What ECPA Issues Arise with Location Based Services?

Location information long has been a mainstay in criminal investigations, yet after almost two decades of
acquisition and use of the data, the legal standard for obtaining historical location information records,
current real time location, and prospective tracking remain unsettled. Whether probable cause is the
appropriate standard for obtaining historical location information is before the Court of Appeals for the
Third Circuit,® but plainly, the government routinely acquires historical data using the lower standard in
Section 2703(d) of Title 18.

The legal standard for obtaining prospective location information and tracking data has been the subject
of a "magistrates’ revolt” for several years. Many federal magistrates have refused to permit prospective
location information acquisition on less than a probable cause showing. Those magistrates who reject

the lesser standard find that when the government uses a cell phone to track a user, it converts the phone

" The DoJ steadfastly maintains that once an email has been opened, it is no longer in electronic storage
and can be obtained with a subpoena. The Court of Appeals for the Ninth Circuit has rejected this
interpretation, but DoJ disagrees and routinely moves to compel service providers who reside in the Ninth
Circuit and store user data within that jurisdiction to disclose such information in districts outside the Ninth
Circuit states. Just last month, DoJ moved to compel Yahoo to make such a disclosure in the United
States District Court for the District of Colorado, but subsequently withdrew its demand. An amicus brief
filed in the case can be found at: hitp:/iwww. eff org/files/itenode/inreusaordert 8/AmiciBriefY ahooEmaiis. pdf.

8 in re U.S. for an Order Directing a Provider of Electronic Communication Service to Disclose Records to
the Government, 534 F. Supp. 2d 585 (W.D. Pa. 2008)(entire district rejects government request and
requires probable cause for stored and prospective location), order affd by In re U.S. for an Order
Directing a Provider of Electronic Communication Service to Disclose Records to the Government, 2008
WL 4191511 (W.D. Pa. Sep. 10, 2008).
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into a mobile tracking device, which is governed by Section 3117 of Title 18 and which, pursuant to

Federal Rule of Criminal Procedure 41, requires a search warrant based on probable cause.

But sometimes even in the same judicial district, some magistrates have ruled that the government is
entitled to the information on a lesser showing. Because a single district judge’s ruling does not establish
binding precedent within a district,” service providers must follow whichever form of order they receive.
And because ECPA provides the floor for state legal process as well, the proper legal standard is more
confusing when federal magistrates sitting in the same federal district in a state disagree — which
standard should a state court judge follow when issuing a tracking order? The result is that two identically
situated users under investigation in the same state may have their location information acquired by
federal agents on two different standards, and for state investigators, it essentially is a dealer's choice as

to which standard is applied to get the tracking information.

As interesting as the debate is over the proper legal standard for tracking, there are other legal issues not
answered in ECPA today as well. The following issues are faced by service providers every day in

response to government demands for acquisition and use of location Information:

a. Duration and Periodicity of Order. Orders for location information seldom state the
duration. If Rule 41 applied, the duration would be 10 days; but common practice is to
require location information reporting for the duration of a pen register order, up to 60
days. Further, how frequently location information is to be acquired during the course of
a day remains unclear and whether it is to be limited to the beginning and end of a call, or
autonomous registration. In other words, can law enforcement require reporting of

location information every 15 minutes for a period of 60 days?

b. Compensation to Service Provider. Under the government's hybrid theory, service
providers should be entitled to cost recovery under both Sections 3124 and 27086 of Title

18, but there is no clear reimbursement rule for Rule 41.

C. Notice to Users. Notice is not prohibited for historical records obtained by a court order

alone under Section 2703(d); it is prohibited for hybrid order; and it is unclear for Rule 41.

d. Target v. Associates (hub and spokes). Regardless of the legal standard applicable to
the target phone, what standard applies to obtain the location information for all those

with whom the target communicates? It is common in hybrid orders for the government

° See, e.g., ATSI Communs., Inc. v. Shaar Fund, Ltd., 547 F.3d 109, 112 & n. 4 (2d Cir. 2008) (citing
cases).
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to seek the location of the community of interest — that is, the location of persons with

whom the target communicates.

€. Customer or User Consent to Track/disclose (implied or express). Can a user consent to
tracking or disclosure of location information, and if so, whose consent is necessary — the

user's or subscriber’'s?

f. Preemption of less strict state law. To the extent a state law or rule permits location
information to be disclosed on a lower than federal standard, ECPA preempts the state
rule, but state law enforcement authorities disagree or seldom have heard of ECPA.

g. GPS standard. The accepted rules of Knotts" and Karo™" - tracking in a public place is
permissible without a warrant; tracking in the home is not -- are under attack in state
courts as those rules have been applied to GPS." Courts are now deciding that modern
GPS is much more intrusive than the “bugs” used in Knotts and Karo, and such sensory
enhancements may require reevaluation in light of the Supreme Court’s decision in
Kyllo. ¥ GPS is now part and parcel of many third party applications as well -- what

standard applies to GPS data in a third party's possession?

h. Location information as content. In the case of many location-based services (“LBS”),
some logging of a user’'s location may occur and be retained. In many such applications,
the user is conveying his or her location to another user essentially as a communication —
"here | am." LBS providers treat such electronic communications as content that cannot
be disclosed under ECPA without complying with the requirements of Section 2703,
which means that the characterization of the service provider as a remote computing
service or an electronic communication service will determine the standard under which

the location information is disclosed.

® United States v. Knotts, 460 U.S. 276 (1983) (Fourth Amendment does not prohibit tracking in a public
place).

" United States v. Karo, 468 U.S. 705 (1984) (monitoring a beeper in a private home violates the rights of
those justifiably expecting privacy there).

2 see People v. Weaver, hitp:ifwaw nycourts.goviciapps/decisions/2009/may098/530pn08.pdf (N.Y. Court
of Appeals, May 12, 2009).

= Kyllo v United States, 533 U.S. 27 (2001) (use of thermal-imaging device to detect relative amounts of
heat in the home is an unlawful search).




31

How Can Greater Transparency be Achieved in ECPA?

Service providers are overwhelmed by the volume of governmental requests for user communications
and information. There are over 10,000 federal, state and local governmental agencies with subpoena
power. The volume of user information collected by government is astonishing, but largely unreported.
Only Google publicly reports the number of governmental requests it receives.' The number of requests

Google receives is dwarfed by the number of requests wireless carriers receive each year.

Itis difficult to understand how sound policy can be made without knowing how much user information is
collected. Take pen register information for example. DodJ is required to report the number of pen
registers conducted each year to Congress,15 It has not done so with any regularity, but even if it had,
the number of pen register orders implemented is not all that revealing. More important is the number of

subscriber records obtained under the order.

Pen register orders routinely authorize the investigating agent to compel disclosure of subscriber records
for every person called or calling the target phone. A target can make hundreds of calls during a typical
60-day pen register period. The pen register yields a list of numbers, and law enforcement agents
routinely send that list to every carrier that might possibly provide service, demanding production of any
records for any number that belongs to that carrier. Thus, a single pen register order can result in the
disclosure of hundreds of individual customer phone records. Likewise, a single grand jury subpoena

may list dozens of accounts for which subscriber information is sought.

Account-based reporting would provide Congress and the public with the necessary information to judge

whether the right balance has been struck as to the standards and ease with which information is

'* See the Google Reporting Tool at http://www.qoogle.com/acvernmentreguestsy.

> See 18 U.S.C. § 3126. Reports concerning pen registers and trap and trace devices.

The Attorney General shall annually report to Congress on the number of pen register orders and orders
for trap and trace devices applied for by law enforcement agencies of the Department of Justice, which
report shall include information concerning—

(1) the period of interceptions authorized by the order, and the number and duration of any
extensions of the order;

(2) the offense specified in the order or application, or extension of an order;

(3) the number of investigations involved;

(4) the number and nature of the facilities affected; and

(5) the identity, including district, of the applying investigative or law enforcement agency making
the application and the person authorizing the order.

7-
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gathered. Congress has required as much for emergency disclosures, but again, no public reports are

available as to whether DoJ has complied with this requirement either. '®

Service providers are prohibited by ECPA from recovering the cost of producing phone r(—:‘cords,17 but
service providers otherwise may recover costs reasonably necessary for the production of other
subscriber information. When records are "free,"” such as with phone records, law enforcement over-
consumes with abandon.'® Pen register print outs, for example, are served daily on carriers without
regard to whether the prior day's output sought the same records. Phone record subpoenas often cover
years rather than shorter, more relevant time periods. But when service providers charge for extracting
data, such as log file searches, law enforcement requests are more tailored. Further, mandatory
reimbursement would permit Congress to "follow the money," creating an audit trail of how much is spent

in collecting user communications and information.

Users, of course, generally are unaware of requests for their information. The law precludes notice of
interception and pen register orders, but there is no prohibition on notice of grand jury or administrative
subpoenas or other court orders. Yet, because ECPA does not require notice to the user prior to service

provider disclosure to the government, most service providers do not give notice.

The government has the ability to obtain an order to prevent notice in limited cases where such notice
may yield an adverse result such as (a) endangering the life or physical safety of an individual; (b) flight
from prosecution; (c) destruction of or tampering with evidence; (d) intimidation of potential witnesses; or
(e) otherwise seriously jeopardizing an investigation or unduly delaying a trial.” But more commonly, it
simply requests nondisclosure (although some have argued that disclosure would be an obstruction of

justice), and service providers generally comply.

But the government has a means to ensure against an adverse effect on an investigation. Mandatory

notice should be required in all other cases so that users (rather than service providers) can assert their

% See 18US.C. § 2702(d) Reporting of emergency disclosures.--On an annual basis, the Attorney
General shall submit to the Committee on the Judiciary of the House of Representatives and the
Committee on the Judiciary of the Senate a report containing—

(1) the number of accounts from which the Department of Justice has received voluntary
disclosures under subsection (b)(8); and
(2) a summary of the basis for disclosure in those instances where--

(A) voluntary disclosures under subsection (b)(8) were made to the Department of
Justice; and

(B) the investigation pertaining to those disclosures was closed without the filing of
criminal charges.

" See 18 U.S.C. § 2706(c).
"® No one knows how long the collected information is retained or which agencies have access to it.
¥ 18 U.8.C. §2705.
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rights. How would a service provider know that an otherwise routine-looking subpoena was directed at
protected First Amendment rights for example? Service providers should not be in the middle of such
disputes.

Finally, service provider response to the enormous volume of government requests is an exercise in daily
triage. Every agency believes its request should be handled first, its investigation is most important, and
any other agency's needs can be given lower priority. It is not uncommon in pen register orders today to
see a requirement to produce subscriber records "immediately” upon agency request or in an expedited
fashion such as "no later than 3 days after demand.” Rules of procedure typically allow only a short
period of time in which to respond, and put the burden on the third party to move to quash or amend an

unduly burdensome request.

This "press for production" establishes all the wrong incentives. There should be no incentive to rush or
not review legal process. Moreover, the squeaky wheel should not get the oil of advanced or quicker
production by calling security office personnel and threatening contempt or cajoling early compliance.
The service provider ought to have, and ECPA should provide, a priority rule of "first in, first out” for any
request, and a uniform time frame for compliance of 30 days should be set for both federal and state

governmental entities, absent an emergency.

Conclusion

Thank you for the opportunity to present these comments today in favor of ECPA reform. ECPA always
has been a complicated statute and difficult for service providers to implement in the simplest of times.
But as new services and innovations come along, the task of legal compliance has become more luck
than art. Service providers want clarity and bright line rules. | believe that users, privacy advocates and
law enforcement want the same thing.

In closing, the Committee should understand one thing — service providers employ hundreds of security
office professionals who each day confront ECPA problems of interpretation and implementation. These
men and women know that their hesitation or delay may have life or death consequences. Atthe same
time, they know that user privacy is important and an imperative. It is really these men and women who

are caught in the middle and deserve our appreciation for the professional job they do every day.

Similarly, law enforcement agents who seek user communications and information generally do so in a
professional and courteous way. By far, the majority of requests are handled in this way and do not give
rise to disputes. While the relationships between law enforcement and service providers may vary from

provider to provider, in my experience, mutual respect and professionalism has been the rule.

Mr. NADLER. Thank you.
And I now recognize Mr. Kerr for 5 minutes.
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TESTIMONY OF ORIN S. KERR, PROFESSOR, THE GEORGE
WASHINGTON UNIVERSITY LAW SCHOOL

Mr. KERR. Chairman Nadler and Members of the Subcommittee,
thank you very much for the invitation to be here today.

I think it might help to start with understanding why we are
here. In traditional criminal investigations, the police do the work
on their own. They walk the beat. They conduct their own searches.
If they see evidence of a crime that they think they need, they take
it. They don’t work with providers. They don’t work with anybody
else. They make all the decisions on their own, sometimes pursuant
to judicial review by a judge, but not with the work of any private
party.

The opposite is true with new online crimes, crimes committed
using networks, whether it is the Internet, crimes committed using
telephones, or simply a case where there happens to be evidence
that is stored or available over some sort of a network, whether the
Internet or the cell network.

In all those cases, the government is working through the inter-
mediary of the provider. There is a company, a company that runs
a network that has data, and the real question, and the question
that the Electronic Communications Privacy Act is designed to ad-
dress, is what should the rules be when the government wants
data that the network has, or when the network company, the
third:)party provider, wants to disclose information to the govern-
ment?

Now, that means that in order to understand the issues raised
by ECPA, we need to think about what the data is and when does
the government obtain it. So it may be helpful to think about two
different kinds of data that the communications providers may
have.

One category is content of communication. That is the actual
message that somebody may be sending or receiving over the net-
work. It might be an e-mail. It might be a text message. In the case
of a phone call, it would be the actual conversation that two people
are having.

And then there is lots of non-content information. The non-con-
tent information is information that the network is generating and
using in order to deliver the communication. Now, we can under-
stand what kind of content the network might have, because we as
users of the network are aware of that. If somebody sends you an
e-mail, for example, you know that the e-mail is there.

Non-content information is quite different. The amount of infor-
mation that may exist depends on the technology, depends on the
network. It may depend on the company, depends on business deci-
sions that each company is making as to whether to keep records,
whether to generate certain records. And that means there are lots
of records available, and those records may vary dramatically,
based on the company and based on the technology. So that is the
issue of what the records are that are out there.

The next thing you need to think about is when is the govern-
ment collecting the information. So again, we can think of two
basic categories. The one category would be when the government
comes to the provider and says, “We are going to compel you to dis-
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close certain information. We want you to act on our behalf as our
agent, essentially, and provide certain information.”

Maybe it will be stored content that the government wants.
Maybe it will be stored non-content information that the govern-
ment wants, these records. And other times the government will
want a real-time surveillance to occur, sometimes of content in the
case of wiretapping, sometimes in the case of non-content informa-
tion, for example, where somebody’s cell phone is located or who
somebody is e-mailing. So that is the case when the government is
compelling information.

And then the flipside of that is what if the provider comes across
evidence and wants to disclose it to the government? Maybe the
provider has uncovered child pornography. Maybe the provider has
discovered some evidence of some other crime and wants to provide
that information either to the government or even to a non-govern-
ment group. What should those rules be? That is the question that
the Electronic Communications Privacy Act was designed to ad-
dress in 1986.

Now, of course, in 2010, technology has changed dramatically.
And I am very glad to hear that the Committee has planned more
hearings, because I think what really we need to hear from is we
need to hear from these providers. We need to find out what infor-
mation do they have.

What are their practices? What is the technology? How does it
work? What kind of cell phone location information do different
providers have? How close can they get to finding out the location
of the user of the phone? How long do they keep their records?

So we need to find out from the providers what are their prac-
tices. And then we also need to find out from the government how
do their investigations work? Those of us that watch a lot of tele-
vision know we have seen a lot of Law and Order, and we know
how those investigations work, or at least how they work on TV.

But mostly we don’t know how these new online investigations
work. We haven’t seen those investigations. Very few people have.
So we need hearings to talk about not only the technology, but
what are the kinds of cases that the government is working? How
do these cases actually unfold?

And I think it is only after getting that informed sense of what
the technology is and how the investigations actually work that the
Committee can think about what do these rules need to be like.
How do these rules need to change? It has been a quarter century
since ECPA was passed, and it is time to think about how the tech-
nology has changed and how to balance the security interests and
privacy interests, given the technology of today, not the technology
of 1986.

So I am very glad that the Committee is interested in these
issues. Obviously, today’s hearing is just the tip of the iceberg.
There is a lot that we can talk about. But I think starting off by
recognizing that this problem exists, both in terms of the new tech-
nologies and these new types of investigations, is a very important
first start, and I am happy to be here. Thank you.

[The prepared statement of Mr. Kerr follows:]
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United States House of Representatives
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Chairman Nadler, Ranking Member Sensenbrenner, and Members of the Subcommittee:

My name is Orin Kerr, and I am a Professor at George Washington University
Law School. I wish to thank the Members of the Committee for their willingness to delve
into the complicated and yet extremely important privacy laws that Congress has created
to protect Internet and telephone communications. T teach these statutes to my students
as part of my law school course on Computer Crime Law, and my students are routinely
surprised that the law here is so out-of-date.

Reforms here are surely needed. The question is, what reforms are best? 1 have

set out many of my own views in a law review article, 4 _User's Guide o the Stored

Communications Act._and o {.egislator’s Guide to Amending ft, published by the George

Washington Law Review in 2004. But today's hearing has been prompted by a specific
set of proposals offered by the Digital Due Process coalition. Given that, 1 thought it
would be most help to list the proposals offered by the Digital Due Process coalition and
then respond to them.

Before I begin, I want to stress two points. First, I think it's helpful to approach
reforming these statutes with a simple goal in mind: In my view, the goal of the
Electronic Communications Privacy Act should be to try to match privacy rights in online
and telephone- based investigations to the kinds of privacy rights we are familiar with in
traditional physical investigations. Most of us have watched the TV show Law & Order,
and we're familiar with both the powers that the government has to solve crimes as well
as the limitations placed on those powers needed to protect and preserve our individual
rights. Those powers and their limitations reflect a constitutional balance: It is the
balance that the Supreme Court tries to make in interpreting the Fourth Amendment's

prohibition on unreasonable searches and seizures. The Electronic Communications
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Privacy Act is a statutory version of the Fourth Amendment for a new technological age:
It tries to impose the same sort of balanced approach to the new investigations involving
new network technologies that the Fourth Amendment strikes in the physical world. As a
result, the goal of reforming the statute should be to maintain that balance as technology
continues to change.

Second, it would be extremely helpful for Congress to precede any amendments
to these statutes with extensive hearings on the latest technologies and the latest
government practices. The best way for Congress to update these statutes is to hold open
hearings in which government officials can explain how they are using these new
technologies and representatives from Internet service providers and phone companies
can explain how their technologies work and how they cooperate with law enforcement.
Without such hearings, we can only guess at the specifics of how different rules will
actually impact real-world investigations. Informed rulemaking requires a thorough
understanding of investigative practices and new technologies, and the best way to
determine that would be through open Congressional hearings.

With those general points made, let me now tumn to the four specific proposals

made by the Digital Due Process coalition:

Proposal 1

"A governmental entity may require an entity covered by ECPA (a
provider of wire or electronic communication service or a provider of
remote computing service) to disclose communications that are not readily
accessible to the public only with a search warrant issued based on a
showing of probable cause, regardless of the age of the communications,
the means or status of their storage or the provider's access to or use of
the communications in its normal business operations."

My reaction: Generally favorable, but with two reservations.
Explanation: 1 agree that the distinctions found in the current statute make no
sense. Further, it is my view that the Fourth Amendment requires a warrant to be

obtained in this setting, as 1 explained in a recent article. See QOrin Kerr, Applving the

Fourth Amendment to the [nternet: A General Approach, 62 Stan. L. Rev. 1005 (2010).
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As a result, any statutory rule that allows the government to obtain contents with less
process than a warrant will be unconstitutional in many settings.

I have two reservations. First, such a rule may not work when the government
obtains records from corporations that are suspected of engaging in criminal activity. In
the corporate crime setting, the government generally obtains records using subpoenas
rather than warrants. The government compels the corporation to disclose its records
under the power of the subpoena without first obtaining probable cause. Because the
Electronic Communications Privacy Act applies to all providers of electronic
communication service, however, a warrant requirement for all contents stored by entities
covered by the statute might inadvertently block investigations into such corporate
crimes.

Consider how a warrant requirement might work in that setting. If a warrant is
required for every compelled access to every e-mail account, the corporation under
investigation will plausibly insist that each e-mail account of each corporate employee
must be justified by its own search warrant and its own finding of probable cause.
Corporations engaged in criminal activity could use this rule by keeping all their records
stored in the form of e-mails: They could store the evidence of fraud in documents stored
as attachments, using the protections of the Electronic Communications Privacy to hide
evidence of fraud from investigators. The result would block many if not most
investigations into corporate criminal activity. For example, my understanding is that the
Securities and Exchange Commission (SEC) does not have criminal enforcement power
and could not obtain a warrant to investigate securities violations under an all-warrant
rule. The SEC relies on subpoenas, which would not be usable so long as the corporation
under investigation provided e-mail to its employees.

To avoid this, Congress should consider a rule that permits the government to use
its subpoena authority in the case of investigations into corporate crimes when obtaining
records from a designated representative of the corporation. A similar rule may also be
useful in the case of investigations into misconduct by government employees. The
government employees may have no Fourth Amendment rights in their government-
provided accounts, but investigators will nonetheless wish to compel the contents of a

government employee's accounts from the agency that provides the service. If there are
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no Fourth Amendment protections in that setting, a warrant should not be necessary and a

subpoena should suffice.

Proposal 2

"A governmental entity may access, or may require a covered entity to
provide, prospectively or retrospectively, location information regarding a
mobile communications device only with a warrant issued based on a
showing of probable cause."

My reaction: 1 disagree in part.

Ixplanation: 1 have two concerns about this proposal. First, it is vague. Second,
it does not distinguish among different types of location information.

My first difficulty with this proposal is that it is vague. The proposal would
require probable cause, but probable cause of whar? 1s that probable cause to believe the
person tracked is guilty of a crime? Or is it probable cause to believe the evidence of
location information obtained would #fse/f be evidence of crime?

The difference is important. In the case of a search warrant, "probable cause"
generally refers to probable cause to believe that the information to be obtained is itself
evidence of a crime. But cell phone location information will itself be evidence of crime
only in specific kinds of cases. For example, such information normally will not be
evidence of a crime if investigators want to obtain the present location of someone who
committed a past crime.

To see this, imagine the police have probable cause to arrest a criminal for a crime
committed last week. The police want to locate the suspect in order to arrest him. In that
case, the police will not have probable cause to believe that the location of the criminal's
cell phone is itself evidence of a crime. The suspect's location a week after the crime
occurred does not give the police any information indicating that the suspect did or did
not commit the crime. But if the police have probable cause to arrest someone, and they
know his cell-phone number, I would think the law should allow the government some

way of locating the suspect pursuant to an appropriate court order. A requirement that
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location information be obtainable only based on probable cause to believe that the
location information is itself evidence of a crime would not seem to allow that.

My second concern with the proposal is that not all location information is created
equal. The level of cause that should be required may depend on the resolution of that
identity information. Location information that tells investigators only that a suspect is
somewhere in Manhattan is quite different from location information that tells
investigators that a suspect is in the far left corner of his bedroom. Before legislating in
this area, I think the committee should hold a hearing focused on the technology. Just
how much resolution does location information from cell phones actually reveal? How
is technology likely to change?

Such distinctions are important because mobile phone location can be determined
in different ways. When investigators seek historical location data — that is, location data
indicating where a phone was located at some point in the past when a crime occurred —
the available information is likely to give only a very rough indication of location. In that
case, the available information normally will consist only of indicating what cell towers
were used to transmit calls to and from a phone in the past.  So-called "cell site"
information is generated because cell phones must communicate with local cell towers to
transmit and receive calls: The information as to what cell towers a particular phone is
communicating with gives the cellular phone provider a rough idea of the location of the
phone.

Other techniques can be used to obtain more exact location information in "real
time," that is, as a crime is actually occurring in the present. For example, GPS-enabled
cell phones calculate location information by receiving signals transmitted from satellites
in orbit. Cellular provide providers can then obtain the information received from those
signals, and that information generally is much more precise than historical cell-site data.
Similarly, cell phone providers normally can obtain precise information on the physical
location of a cell phone in real time using methods that measure the strength and timing
of communications between a particular cell phone and multiple towers. My
understanding is that different telephone providers have different abilities to perform this

sort of precise location determination in real time.
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Given the range of different techniques that could be used to determine the
location of a mobile phone, and the different resolution of the different techniques, it
would be very helpful to have a hearing on the latest types of technologies and
government practices. Representatives of cell phone providers can give you the most
accurate sense of how their networks work and what information they can provide.
Government officials can testify as to exactly how they use cellular phone location
information. What are the cases? s such information used to monitor ongoing crimes,
such as monitoring a known criminal as he commits an offense? Is it used to find
individuals known to have committed past crimes? Is it used to try to prove that a
suspect was in a location in which a crime occurred, to rule out a potential alibi? It is
hard to know the right level of protection without knowing the kinds of cases to which

the new rule will be applied.

Proposal 3

"A governmental entity may access, or may require a covered entity to
provide, prospectively or in real time, dialed number information, email to
and from information or other data currently covered by the authority for
pen registers and trap and irace devices only afier judicial review and a
court finding that the governmental entity has made a showing at least as
strong as the showing under 2703(d).”

My reaction: | agree.

Explanation: 1 agree that the standard for obtaining information under the pen
register statute should require judicial review and should be raised to the specific and
articulable facts standard used in 18 U.S.C. § 2703(d). However, I think the standard
should not be higher than that. In particular, Congress should not require a warrant given

that the kind of information here is non-content data rather than content data.
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Proposal 4

"Where the Stored Communications Act authorizes a subpoena to acquire
information, a governmental entity may use such subpoenas only for
information related to a specified account(s) or individual(s). All non-
particularized requesis must be subject to judicial approval.”

My reaction: T'm certainly open to it, but it's very vague.

FExplanation: 1 have no objections to the idea of requiring judicial review for
bulk requests, but I'm not entirely sure what line the Digital Due Process coalition intends
to draw with this proposal. What is the line between a "particularized" request and a
"bulk" request?

For example, imagine the government seeks records of the Internet accounts
assigned to a specific Internet Protocol address during a one-week period. Is that a
"particularized" request or a "bulk" request? On one hand, it doesn't seem to specity the
account or individual, but on the other hand it will often be the case that only one account
was associated with that TP address during a one-week period. Similarly, imagine the
government submits 1,000 account names and obtains a single subpoena to gather the
basic subscriber information for all 1,000 accounts. On one hand, that seems to be a bulk
request. On the other hand, it specifies which individual accounts will be obtained.

Greater clarity would be helpful to understand what the Digital Due Process
coalition has in mind with this proposal. Further, additional hearings into the details of
the investigations that prompted this proposal would be helpful. As T explained in the
beginning of my testimony, Congress needs to be informed about what is actually
happening "on the ground" before it can make sensible rules to govern those practices.
Open hearings on the use of bulk requests to obtain identify information would give
Congress a better sense of what is actually happening. This could then be used to craft
the appropriate response to best balance govemnment needs and individual privacy

interests.
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Mr. NADLER. Well, thank you.
And we will now recognize Ms. Levins for an opening statement.

TESTIMONY OF ANNMARIE LEVINS, ASSOCIATE GENERAL
COUNSEL, MICROSOFT CORPORATION

Ms. LEVINS. Thank you, Mr. Chairman.

Mr. Chairman, Members of the Subcommittee, my name is
Annmarie Levins. I am an associate general counsel at Microsoft.
I manage the legal support for Microsoft U.S. and Canadian sub-
sidiaries. My team is responsible for contracts with our customers
and partners for anti-piracy and digital crimes investigations, for
Internet safety work and other areas.

Before joining Microsoft in 1998, I had the privilege of serving
as an Assistant United States Attorney in Seattle for 3 years and
before that in the Southern District of New York for seven. During
my 10 years as an A-USA, I worked with many smart, dedicated
law enforcement officers investigating organized crime, racket-
eering, narcotics and financial fraud cases.

Thank you for this opportunity to share Microsoft’s views on the
reform of ECPA. Microsoft is in a unique position to comment on
the need for ECPA reform. We have offered Internet-based services
for almost 15 years, dating back to MSN dial-up Internet service.
We have offered Hotmail, our free Web-based mail service, since
1997.

Today we offer a full array of cloud computing services, including
our hosted suite of Enterprise class e-mail, relationship manage-
ment and collaboration tools, and our cloud-based storage and com-
puting resources called Microsoft Azure. Our customers range from
individuals to small and medium-sized businesses to some of the
largest multi-national corporations in the world.

From our vantage point, we have seen how the technologies gov-
erned by ECPA have evolved over the years since its enactment
and the tremendous potential these technologies represent for all
of our customers. Today users can store documents, data and com-
munications to central locations and access them anywhere in the
world on a wide variety of devices, including laptops, phones and
other forms of personal devices.

Increasingly, Web-based accounts are used interchangeably with
local storage devices. As these Internet-based resources become
part of our everyday computing experiences, users may not even re-
alize that the legal protection afforded their data and documents
are not necessarily the same when they use third-party storage and
processing capabilities in place of their own computers or networks.

While there has been a fundamental shift in the amount of sen-
sitive information that we now trust to third parties, the law has
not shifted in parallel to preserve reasonable privacy interests.
Quite simply, the basic technological assumptions upon which
ECPA was based are outdated. The nature of the protection af-
forded to stored electronic communications has not kept pace with
the many innovations in online computing over the last 24 years.

For example, ECPA extends greater privacy protections to e-mail
storage for less than 180 days than e-mail stored for more than 180
days. This distinction might have made sense in 1986 when e-mail
services did not automatically retain messages for long periods of
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time, but the distinctions no longer bear any relationship to reality.
Hosted e-mail and other online services regularly store e-mails and
other content for years, and users today reasonably expect these
communications to remain just as private on day 181 as they were
on day 179.

Microsoft believes that now is the time to address these issues.
We are on the verge of a transformative age in Internet cloud-
based computing. Cloud computing services can increase effi-
ciencies for business and government, lower IT costs, create energy
savings, and spur innovative job-creating enterprises. They will en-
able small and medium-size businesses, individual entrepreneurs
and other innovators to tap into computing resources that pre-
viously had only been available to the largest companies, and at a
fraction of the cost.

These capabilities can drive innovation, make America’s busi-
nesses more competitive, and ultimately contribute to economic
growth. But unless we are able to preserve and protect users’ pri-
vacy interests to meet their reasonable expectations, adoption of
cloud computing services may be limited, and the full potential of
cloud computing may not be realized.

Indeed, in a recent poll conducted for Microsoft, more than 90
percent of the general population and senior business leaders said
they were concerned about security and privacy when they con-
templated storing their own data in the cloud. This is among the
reasons why Microsoft joined the Digital Due Process coalition in
the launch of a new initiative to update ECPA.

We understand the importance of supporting lawful investiga-
tions and spend significant resources every year to help make the
online environment safer for all users. The Microsoft Digital
Crimes Unit that I oversee was created specifically to assist law
enforcement in pursuing digital crimes and to provide training to
prosecutors and investigators around the world.

In conclusion, Microsoft believes that the decisions about the
right balance between users’ reasonable expectations of privacy and
law enforcement’s legitimate interests should be made by Congress,
with input from all key stakeholders, rather than as a result of un-
anticipated shifts in technology.

We view the Digital Due Process coalition proposal as a good
starting point for Congress’ inquiry. Ultimately, smart, targeted re-
forms of ECPA are essential to restore proper balance between pri-
vacy and law enforcement in the digital age and will help cloud
computing fully deliver on its promise.

Thank you for the opportunity to testify today. On behalf of
Microsoft, we appreciate this Committee’s leadership in addressing
these important issues, and we look forward to working with you.

[The prepared statement of Ms. Levins follows:]
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Chairman Nadler, Ranking Member Sensenbrenner, and honorable Members
of the Committee, my name is Annmarie Levins, and I am an Associate General Counsel at
Microsoft Corporation. In that capacity, I manage the legal support for Microsoft’s U.S. and
Canadian subsidiaries, directing the legal teams responsible for licensing and services
transactions, anti-piracy investigations and enforcement, Internet safety work, and other
areas. One of the teams that I oversee is the Microsoft Digital Crimes Unit—which is
devoted to working with law enforcement to fight digital crime. Before joining Microsoftin
1998, [ served in the U.S. Attorney’s Office in Seattle for three years as Co-Supervisor of the
Financial Fraud Investigations Unit. Prior to that, [ served for seven years as an Assistant
U.S. Attorney in Southern District of New York with a focus on organized crime and

racketeering investigations.

Thank you for this opportunity to share Microsoft’s views on reform of the
Electronic Communications Privacy Act of 1986 (ECPA). We appreciate the initiative that
this Committee has taken in holding this hearing, and we are committed to working
collaboratively with you, consumer organizations, law enforcement agencies, and all
Americans to ensure that users’ privacy interests are adequately protected in the digital
age. As Microsoft's General Counsel, Brad Smith, announced in a speech at the Brookings
Institution in January, we support efforts to modernize ECPA and bring the statute into

alignment with today’s technological realities.

ECPA was passed by Congress almost 25 years ago to establish rules that govern
whether and how law enforcement can compel third party telecommunications and

Internet service providers to disclose customer account information and stored
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communications which they hold incident to their services. The law was originally
designed to strike a balance between the legitimate needs of law enforcement, the burdens

on service providers, and the public's reasonable expectations of privacy.

Microsoft is in a unique position to comment on the need for ECPA reform. We have
offered Internet-based services for almost 15 years, dating back to MSN’s dialup Internet
service. We have been offering Hotmail, our free, web-based email service, since 1997.
Today, we offer a full array of cloud computing services to individuals as well as to
enterprises, including our hosted messaging and online collaboration solutions, Microsoft
Business Productivity Online Suite, and our cloud-based storage and computing resoutrces,
Microsoft Azure. From our vantage point, we have seen the full arc of how online services

have evolved over the time since EPCA was passed in 1986.

Itis our experience that the state of the law has not kept pace with developments in
technology. Today, users can store documents, data, and communications to networked
computers and connect to them from anywhere in the world using a wide variety of
devices, including laptops, phones, and other personal electronic devices. Increasingly,
Web-based accounts are used interchangeably with local storage devices. As these
Internet-based resources become part of our everyday computing experiences, users may
not even realize when they are using third party storage and processing capabilities.
Accordingly, we believe users would be surprised to learn that the legal protections
afforded their information will vary depending upon whether it is in the hands of a third

party service provider at the moment the government seeks to obtain it.
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Over the last 20 years, there has been a fundamental shift in the amount of sensitive
information that we entrust to third parties, but the law has not shifted in kind to maintain
the proper balance between the needs of the law enforcement and the public’s reasonable
expectations of privacy. The reason is that ECPA, the law that regulates whether and how
the government can require third party Internet and telecommunications providers to
disclose customer information and stored communications, relies on outdated notions of

how individuals and businesses interact with information technology.

Microsoft believes that now is a critical time to address these issues. We are on the
cusp of a potentially transformative age of Internet-based “cloud” computing. Cloud
computing services can increase efficiencies for businesses, lower IT costs, create energy
savings, and spur innovative job-creating businesses. However, unless users’ privacy
interests are preserved and protected to meet their reasonable expectations, adoption of
these services—particularly by enterprises—may, unfortunately, be rather limited and the

full potential of cloud computing may not be realized.

This is among the many reasons why Microsoft has joined a broad coalition of
advocacy groups, technology companies, and academics in the launch of a new initiative—
the Digital Due Process Coalition. This Coalition is focused on updating ECPA to account for
the profound changes in technology over the last two decades and to ensure that users’
legitimate expectations of privacy are fully respected while also taking account of the needs
of law enforcement. [n advocating changes to ECPA, Microsoft in no way seeks to
undermine the legitimate interests of law enforcement in obtaining access to electronic
data in third party hands. Rather, this coalition’s efforts are intended to open a dialogue

with all interested stakeholders, including the government, so that we can restore the

S 4-
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original balance struck by Congress when ECPA was passed in 1986 between the needs of
law enforcement to conduct lawful criminal and civil investigations and the rights of our
citizens to have their sensitive stored communications protected against unreasonable

governmental searches and seizures.

L THE EMERGENCE OF CLOUD COMPUTING AND THE CHALLENGE OF PRIVACY
INTERESTS IN THE CLOUD

We have entered a new era in computing, one in which software programs running
on users’ own PCs and IT systems increasingly are complemented by Internet-based cloud
computing services. Microsoft has invested heavily in building a cloud infrastructure and
providing cloud services because we believe they offer enormous benefits to our
customers. These include greater efficiencies for organizations, including governments, to
customize and rapidly scale their IT systems for their particular needs, expanded access to
computational capabilities previously available only to the very largest companies, better
collaboration through “anytime, anywhere” access to IT for users located around the world,

and new opportunities for innovation as developers move to this new computing paradigm.

As a provider of cloud computing services, we are well situated to observe both
these technological advances and user’s choices and preferences for cloud services. Users
care that their computing services and applications function as they expect and seamlessly
interoperate with other computing services and applications. Increasingly, we are moving
towards a world where users will focus less on whether their data and communications are
stored and processed in a hard drive within the confines of their own networks ot, instead,
are accessed remotely via the Internet. We believe they do—and will continue to—care

deeply about how their information is protected. In a recent poll conducted by Microsoft

-5-
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and Penn, Schoen, and Berland, more than 90 percent of the general population and senior
business leaders said that they were concerned about the security and privacy of personal

data when they contemplated storing their own data in the cloud.!

While we believe there are compelling reasons for customers to take advantage of
cloud-based services that will enhance the productivity of their software, we also believe
that the concerns reflected in this survey should not be ignored by policymakers. The use
of cloud services invariably involves the processing and storage of data on equipment that
is owned or controlled by third parties. In other contexts, such as stored bank records and
telephone calling information, courts have held that the disclosure of such information to
third parties (e.g. banks and telephone companies, respectively) as part of using their
services may diminish a user’s reasonable expectation of privacy vis-a-vis the government.
While the Fourth Amendment law in this area is unsettled—particularly with regard to the
contents of communications held by third party services providers—such uncertainty has

the potential to undermine public confidence in the adoption of cloud computing services.

In enacting ECPA almost 25 years ago, Congress moved to affirmatively address the
uncertainty of the Fourth Amendment in connection with electronic communications
services and computing. While the law has served us well for many years, continued
advances in technology—and in particular the advent of widely available and low cost
Internet-based cloud computing and storage services—call into question whether ECPA is
adequate to meet our reasonable expectations of privacy today, much less in the future.

This uncertainty not only may deter users from adopting cloud services and reaping their

! See Microsoft Poll Fact Sheet, available at https://www.microsoft.com/
presspass/presskits/cloudpolicy /docs/PollFS.doc
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benefits, but also may make businesses and other entities hesitate for fear that both their
own information and that of their customers will enjoy less protection against government
access than if they store the datalocally. Put simply, the full benefits of cloud computing,
which we believe will foster the development of innovative, job creating business models,
will not be realized if users fear that data they create or store in the cloud is less private

and secure than data they create or store locally.

The absence of a clear legal framework also can impact the competitiveness of
online services offered by U.S. companies. [t has become clear to us that foreign users—
and particularly foreign enterprises—may be reluctant to use online services offered by
U.S. companies for fear that data processed or stored with such services will be subject to
less or uncertain protection under American law. Although a multilateral framework for
law enforcement access to data in the cloud is beyond the scope of this hearing, clarifying

our own laws by amending ECPA would be an important step in the right direction.

IL SUPPORT FOR ECPA REFORM

To address the uncertainty in the current scope of Fourth Amendment protection in
the online world and to give potential users of cloud computing confidence that they will
not suffer a loss of privacy by moving data to the cloud, we urge Congress to reform ECPA.
At its inception, ECPA was intended to create a balance among the rights of individuals, the
burdens on service providers, and the legitimate needs of law enforcement with respect to
data shared or stored in various types of electronic and telecommunications services.
ECPA grants certain protections to user data when it is transferred across or stored in such

systems and establishes rules that law enforcement must follow before they can access that
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data. Depending on the type of customer information involved and the type of service
being provided, the process law enforcement must obtain in order to require disclosure by
a third party will range from a simple subpoena to a search warrant based upon probable

cause.

This framework made sense when it was adopted in 1986. However, in the
intervening decades, the balance has shifted between the equities of users and law
enforcement. This shift did not result from any policy decision by the Congress; rather, it
resulted from technological advancements the effect of which has been to put more
sensitive personal information of individuals within the reach of law enforcement tools

that require a lower burden of proof.

Quite simply, the basic technological assumptions upon which the Act was based
and the nature of the protection afforded to stored electronic communications have not
kept pace with the many innovations in online computing over the last 25 years. For
example, ECPA extends greater privacy protections to emails stored for less than 180 days
than emails stored for more than 180 days. These distinctions might have made some
sense in 1986, when email services did not automatically retain messages for long periods
of time. But that distinction no longer bears any relationship to reality. Hosted email and
other online services regularly store emails and gigabytes of other user-generated content
for years, and users today reasonably expect these communications to remain just as

private on day 181 as on day 179.

Because ECPA has been overtaken by technological change, Microsoft supports the

Digital Due Process Coalition’s (“DDP Coalition”) efforts to modernize ECPA. In particular,
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Microsoft supports changes that will ensure that individuals and businesses do not suffer a
decrease in their level of privacy protection when they move data from on-premises

computers to the cloud.

In recommending these changes, Microsoft also recognizes the legitimate needs of
government investigators in obtaining access to data in the cloud. We spend significant
resources every year working with and training law enforcement officers, agents, and
prosecutors at the federal, state, and local government level. The Digital Crimes Unit that |
oversee was created to assist law enforcement with its work and provides training to
prosecutors and investigators around the world. We understand the importance of
supporting lawful investigations. And, we remain committed to responding to emergency
requests for assistance in matters where death or serious bodily injury are threatened even
without being compelled to do so; the DDP Coalition’s proposal would in no way threaten

this cooperation.

Microsoft is not seeking special privacy protection for data in the cloud. Rather, we
support focused, targeted changes to ensure that users enjoy the same level of privacy
protection over data they store in the cloud as they currently enjoy when they store data
locally. It is true that some actions that government agencies can take today under ECPA to
gain access to information in third party hands might no longer be possible under the
changes proposed by the DDP Coalition. Nothing in the DDP’s proposals would, however,
limit the government's power to compel the production of information directly from its
owner. Moreover, the changes would rectify important inconsistencies in how the law is
applied to user data and communications and would seek to create a modern set of clear

and balanced rules to regulate government access to private data and communications in

_9-
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third party hands. Moreover, we think that decisions about where the right balance lies
should be made consciously by lawmakers after an open dialogue about the issues rather
than as a result of unanticipated shifts in technology. Microsoft hopes the DDP Coalition
proposal will serve as a helpful starting point for that dialogue with all stakeholders,

including law enforcement.

III. CONCLUSION

Updating America’s privacy laws as they apply to the online environment is a
worthy and crucial objective. Microsoft believes that ECPA can be reformed in such a way
that consumers will feel confident in the privacy of their data stored in the cloud without
compromising the legitimate interests of government agencies in obtaining access to
information necessary to carry out their law enforcement responsibilities. By responsibly
reforming ECPA, we can restore the balance between the rights of individuals, the
obligations of service providers, and the needs of law enforcement that motivated Congress
to pass ECPAin 1986. This will help cloud computing fully deliver on its promise of
increased efficiency, cost savings, and innovation to governments, businesses, and

individual users alike.

Thank you for giving us the opportunity to testify today. We look forward to

working with you on this important issue.

-10 -

Mr. NADLER. Thank you.

The witnesses having completed their initial statements, we will
turn to questions. And I will begin by recognizing myself for 5 min-
utes.
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Mr. Dempsey, are any of the Digital Due Process principles in-
tended to change a service provider’s ability to share information
with law enforcement in an emergency?

Mr. DEMPSEY. Absolutely not. We make it clear that there are
emergency exceptions in the law right now, which permit disclosure
of information without a warrant, without a subpoena, in emer-
gency circumstances, and we would leave those untouched.

Mr. NADLER. Thank you.

Ms. Levins, you indicated in your testimony that ECPA relies on
outdated notions of how individuals and businesses interact with
information technology. I assume among other things you are talk-
ing about—well, we know you are talking about cloud computing,
because you mentioned it specifically.

Can you tell us more about cloud computing and why this tech-
nology is “transformative?” And what benefits does it offer to soci-
ety? And how do we support such technological progress as we at-
tempt to balance the interests of privacy and law enforcement? All
in about 5 minutes.

Ms. LEVINS. Thank you, Mr. Chairman. I would be happy to ad-
dress that.

Cloud computing is important, because it opens the door for ev-
eryone to use the most powerful computer capabilities there are. It
used to be that you couldn’t afford to buy that kind of computing
capability and storage unless you were a big company, but now you
can use your desktop, your laptop, and use storage facilities that
are maintained by a third party to do that kind of computing and
storage that was previously unavailable on your home network.

Mr. NADLER. Storage or storage and computing capacity?

Ms. LEVINS. Both.

Mr. NADLER. Both.

Ms. LEVINS. Both.

So that is the first part. I mean, and I think that that opens
doors to all kinds of businesses to expand the way they do business
in ways that weren’t even thinkable when ECPA was passed in
1986.

Mr. NADLER. And what do you think the implications for the de-
velopment of cloud computing are if government access to e-mail
content stored in the cloud continues to be subject to a legal stand-
ard different from that applied to other forms of data storage?

Ms. LEVINS. And I think that is a critical question, because what
we found and what our poll showed is that people are very con-
cerned that by putting data in the cloud, are they going to have
the same level of privacy and security that they would have if they
maintained it within their own four walls of their company or
home. I think that they will be reluctant to move to the cloud and
take advantage of this opportunity, if they aren’t assured of what
the standard of that privacy is and it doesn’t meet their reasonable
expectations.

Mr. NADLER. So we have to make sure that there is a standard
of privacy equal to what they would be on your own personal hard
drive, or just a certainty of letting people know at some other level?

Ms. LEVINS. Well, certainty is important, but I think in fact if
you are talking about content, people expect that what they would
have on their hard drive, in their personal hard drive, should be
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protected in the same way. Put the other way, the information in
the cloud should be protected in the same way that their

Mr. NADLER. And to the same legal standard.

Ms. LEVINS [continuing]. Hard drive would. And that is particu-
larly true, I think, of corporations, I would guess.

Mr. NADLER. Now, but the importance of maintaining privacy in
the cloud is what you just said, but we have to maintain security
in the cloud, too. How do you balance them?

Ms. LEVINS. Well, I don’t think they are inconsistent. And Micro-
soft, for example, has taken lots of steps to make sure that we have
the best security that we can, and we are constantly working to-
gvard meeting the highest standards that are recognized in the in-

ustry.

We think one of the most important things that could happen in
this area is to have greater transparency about the security prac-
tices that companies offering cloud services are adopting and using.
So it goes hand-in-hand with privacy. Users want to know that
their information is safe, and they want to know that it is being
secured and their privacy is being secured.

Mr. NADLER. Thank you.

Professor Gidari—Mr. Gidari—you indicated in your testimony
with respect to location-based information that there has been a
magistrate’s revolt for several years. Can you describe what you
mean by this phrase and in what ways, if any, it has been fo-
mented by the government’s interpretation of ECPA?

Mr. GIDARI. Yes, Mr. Chairman.

Over the last 3 or 4 years, a number of magistrates have objected
to automatically approving, as part of pen register orders, requests
to disclose the location of a cell phone in real time prospectively on
an ongoing basis. They objected to using the pen register standard
alone or in combination with what is known as a specific and
articulable facts order, or as the government calls it, a hybrid
order, to authorize that disclosure.

Other magistrates disagree and believe that the standard is ac-
ceptable. But about three to one ratio, these magistrates have be-
lieved that a probable cause standard is necessary to track and fol-
low an individual.

And that mini revolt, if you will, has resulted in very incon-
sistent standards within judicial districts, as a magistrate sitting
next to another magistrate could completely disagree, and have dis-
agreed, issuing orders that have different standards. So one person
might be tracked according to one standard, another one to a high-
er standard. And then within the states themselves, the ECPA, of
course, that is the floor.

Mr. NADLER. But you would get that in any event. Even if we
wrote a standard in law, a more specific standard, you would get
judges disagreeing with that, and until it went up to the circuit or
Supreme Court, you would have judges sitting next to each other
issuing different decisions, no?

Mr. GIDARI. You certainly would, from a service providers’ per-
spective. Which rule applies? Which order should pertain? What re-
sponsibilities do they have to their users to object to that order?
The rules for location information today just simply don’t state
under——




57

Mr. NADLER. They should state it more specifically.

Mr. GIDARI. Absolutely.

M}I; NADLER. Mr. Dempsey, you look like you wanted to comment
on that.

Mr. DEMPSEY. I am just saying that right now you sort of have
an open field, a green field—sort of no guidance at all.

Mr. NADLER. So we need statutory guidance.

Mr. DEMPSEY. The statute would—we would try to make it as
specific as possible and precise as possible, but at least it would
provide some context within which the courts would operate.

Mr. NADLER. Okay. Thank you.

My final question is to Professor Kerr. In some of your recent
scholarship in applying the Fourth Amendment to the Internet, you
talk about replacing the inside-outside distinction common to
Fourth Amendment jurisprudence with the content-noncontent dis-
tinction.

Can you tell us what this means and how you believe it extends
consistent application of the Fourth Amendment principle to cyber-
space? And is the analogy perfect, or does it give rise to any nota-
ble exceptions we should be aware of?

Mr. KERR. The basic idea here is when courts are considering
how to apply the Fourth Amendment, which was created for a
physical space, to a network environment, they should think about
how to create a set of rules that tries to replicate how the Fourth
Amendment applies in the physical world to this network space.
And the basic idea is that the contents of some of these commu-
nications, these actual messages, are the online equivalent of stuff
that would happen inside and would be protected by the Fourth
Amendment in the physical world.

On the other hand, the non-content information that a network
creates is essentially the online equivalent to transactional infor-
mation that would have occurred outside in the physical world.
Now, if you follow that idea, the basic idea is that networks are
doing for us what we used to do in the physical world. Basically,
the network is coming to us instead of us having to go out into the
world. And the idea is it creates a rough parallel between how the
Fourth Amendment should apply in the physical world and how
the Fourth Amendment should apply in the Internet.

Now, of course, it is just a Law Review article. We don’t know
whether courts are ever going to follow this. And in fact, there is
a Supreme Court case right now, Quon versus City of Ontario, in
which the Supreme Court is trying to figure out for the first time
how does the Fourth Amendment apply to text messages. I went
to the oral argument, and the justices were as puzzled about this
question as anyone could be.

So we are just trying to figure out these issues, and the idea that
content-noncontent distinction is just an initial first start to try to
figure out how the Fourth Amendment should apply, and by anal-
ogy, how the statute could be drafted to recognize the stronger pro-
tection for content and for noncontent.

Mr. NADLER. Thank you very much.

My time has expired. I will now recognize the distinguished gen-
tleman from North Carolina.

Mr. WATT. Thank you, Mr. Chairman.
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I think I will acknowledge at the outset how ill prepared techno-
logically I feel to engage in this discussion, and ill prepared, yes.
I feel like a Neanderthal in this area. So let me—I want to ask a
couple of questions that—and then I just want somebody to give me
some examples of the kinds of things that are going out there that
we should be worried about, given the failure to update the statute.
But let me talk about process first.

Mr. Dempsey, you talked in your testimony about a long period
of dialogue and consensus building being needed.

Mr. Gidari, you seemed to suggest, although not explicitly, that
clarity was more important than substance of where you get to, so
I am trying to figure out how long we should be working on this
before we get to some kind of legislative solution. Is clarity of a
rule more important than getting the rule right, the new standard
right?

What kind of time are you talking about for dialogue and con-
sensus building, Mr. Dempsey, and does that fit with your urgency
for clarity, even if the clear standard is the wrong standard?

Mr. DEMPSEY. Well, honestly, I think, you know, my own time-
frame is if a year from now we could be here with that piece of leg-
islation that would be, you know, a markup or something a year
from now would be a good target. But I think it is going to take
a while. We are not pushing, as I said, for introduction of legisla-
tion immediately.

I think we do have, and as we go through this process here, we
do have some touchstones, and we can think about some of the
analogies. They only take you so far, but they help. Take what we
are talking about in terms of cloud computing. If you have a docu-
ment on your computer in your office, or if you have that document
printed out, that is protected by the Fourth Amendment—a per-
son’s house, his papers and effects. I think nobody has any doubt
that “papers” includes your laptop.

If, however, as now—and by the way, if you

Mr. WATT. Wait a minute, now. You are going to take my whole
5 minutes talking about something that I am trying to find—you
say a year from now, and I—let me give——

Mr. DEMPSEY. Okay, but I do want to come back to the question
here of what are the guideposts we have that get us both the clar-
ity and the substance.

Mr. WATT. I am just talking about the timeframe now. I am not
even talking about what the content is. Is a year from now too long
from a clarity perspective, Mr. Gidari?

Mr. GIDARI. I think lawyers will find ambiguity in a No Smoking
sign for the rest of our lives, but if that is the case, fix it, fix it
right. If it takes a little longer to do that, we would rather have
it right than wrong. But that doesn’t mean they are inconsistent.

Mr. WATT. So the real question I am trying to get to is what risk
do we run in this interim? And that is where I get to the second
part of the question. I mean, what are the horror stories that are
going on out there? I mean, give me a couple of concrete horror sto-
ries that is going on in this interim while we are trying to either
build consensus or get the standard right.

Mr. DEMPSEY. Well, here is one example. Every one of us prob-
ably has 5, 6, maybe 10 years worth of e-mail stored, either stored
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on our local computer or often stored with a service provider like
MSN or Gmail or another provider.

Mr. WATT. That is somewhere in a cloud stored.

Mr. DEmMPSEY. That data is stored on a remote——

Mr. WATT. Which I had never heard of until today, but that is
all right.

Mr. DEMPSEY. We are talking here just about, you know, when
people used to draw a picture with a computer over here and a
computer over here and then a cloud in the middle, that Internet
server is in the cloud.

Mr. WATT. I get the concept.

Mr. DEMPSEY. And that is where a lot of our data is going.

The way ECPA now works, it says that that e-mail 180 days old
or less is protected by the Fourth Amendment warrant standard.
The minute it turns 180 days old, it is available with a mere sub-
poena issued without judicial approval.

The Justice Department takes the position that the minute that
e-mail is opened at all—in fact, from the sender’s perspective, the
minute it 1s sent, it loses its warrant protection. Fully protected
passing over the wire, the minute it reaches—you finish sending it
or the minute the user, the intended recipient, opens it and looks
at it, it falls outside of the protection of the warrant.

Same document, if you print it out, leave it on your desk, pro-
tected. Same document, you put it in a box and you lock it in one
of those storage lockers out in the suburbs, protected by the Fourth
Amendment. But locked up in the cloud, not protected by that re-
quirement.

In the Ninth Circuit, the Ninth Circuit has rejected the Justice
Department view and has said that a warrant is required. So what
happens now is if the warrant is subject to the jurisdiction or the
subpoena is subject to the jurisdiction of the Ninth Circuit, it is re-
jected, and a warrant is required. If it is outside of that, it is a lit-
tle unclear.

In Colorado a month ago the Justice Department sought e-mail
without a warrant. Yahoo said, “No, go get a warrant, even though
we are outside of the Ninth Circuit.” The Justice Department
backed down, said okay, withdrew the request.

That is the kind of uncertainty you are getting. And there is
overarching it all the possibility that these cases will percolate up
through the courts and that the statute will be held unconstitu-
tional, if the Justice Department pushes its position.

Mr. WATT. Because it is too vague?

Mr. DEMPSEY. No, because the warrant is not. Where the statute
currently permits access without a warrant, if Professor Kerr is
right that a warrant is required, that content is like a letter, it is
like a phone call, it should be protected, so you do run that con-
stitutional risk.

I still agree with Mr. Gidari and my initial statement that, you
know, we have lived with that ambiguity now for 5, 10 years. I just
don’t see how we are going to push this forward. Given the law of
unintended consequences, we want to make sure we don’t screw
things up worse.

Mr. WATT. Thank you.

I am way over my time, so I will yield back.
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Mr. NADLER. In that case, we will recognize the gentleman from
Virginia for 5 minutes.

Mr. Scort. Thank you, Mr. Chairman.

Mr. Dempsey, it seems to me that a person doesn’t think any dif-
ferent about an e-mail as saved in the cloud as on the computer.
Why would the e-mail in the cloud be any different than the e-mail
stored in that storage bin in the suburbs that you talked about?

Mr. DEMPSEY. I don’t think it should, and the conclusion that we
came to in our preliminary dialogue is that it shouldn’t.

If you go back to 1986, I think what you end up with is this was
a distinction based upon the way the technology worked in 1986.
Storage was expensive, and service providers did not store e-mail.
If you go back to the early days of AOL, you read that, you
downloaded it, it was deleted from the computer of the service pro-
vider.

Congress thought 180 days would be the absolute conceivable
outside limit, and after that it was sort of like abandoned property
or a

Mr. ScoTT. Well, once it gets into the cloud, can anybody get ac-
cess to it?

Mr. DEMPSEY. The

Mr. ScorT. I mean, beside—I mean, could I look into Representa-
tive Watts’ cloud?

Mr. DEMPSEY. No, no, no, no. It really is—the cloud actually is
potentially more secure in some ways than local storage. You have
the service providers of cloud storage capabilities making a lot of
effort to secure that information.

Mr. SCOTT. So this is being kept in a place that is secure from
anybody else, and it is just I am the only one that can access my
part of this cloud.

Mr. DEMPSEY. You or the person to whom you give consent.

Mr. ScotrT. And so I have an expectation that this is private in-
formation.

Mr. DEMPSEY. That is certainly the way the average person looks
at it. That is one of these changes that has occurred, the technology
changes that have occurred in the past 10 years that we are talk-
ing about.

Mr. ScorT. Ms. Levins, when Microsoft has to respond to a lot
of warrants and subpoenas, it costs money. Does the government
incur any of the expense, or they just let you worry about it?

Ms. LEVINS. Congressman Scott, that is not my area of expertise.
I would have to get back to you with that information. I know my
colleagues do know that. I don’t have that with me.

Mr. ScotT. Does anybody know who—what

Mr. GiDARIL. The statute authorizes reimbursement for non-toll
records, so phone companies give them away for free in large
amounts, but electronic communication service providers are enti-
tled to charge for them. Not all of them do. Many provide that serv-
ice to law enforcement for free. Others charge a reasonable cost.

Mr. ScOTT. But some information can be obtained fairly easily.
Some takes a little complication where you have to program the
computer and pay expenses to get the information, and some of it,
I imagine, gets kind of expensive after a while.

Mr. GiDARI That is right.
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Mr. ScoTT. And you can charge for that expense?

Mr. GIDARI. That is correct.

Mr. ScoTT. Does anybody have any concern, if we keep talking
about how government does all this surveillance, that we might
publicize their techniques and compromise investigations?

Mr. DEMPSEY. I have always thought that we could have the dis-
cussion without compromising techniques. I think we can talk at
the level of specificity necessary to draft a clear statute, incorporate
the Fourth Amendment principles, and do that in a way that
doesn’t get into the technology at all. In fact, technology neutrality,
I think, is one of the principles that we are trying to achieve here.

Mr. Scort. Okay.

And with the pinging the cell phone, can anybody ping somebody
else’s cell phone, or is that just something the company can do?

Mr. GIDARI. Something only the company can do.

Mr. ScoTT. And I think there is an expectation that you are not
being followed, because the company isn’t supposed to be following
you around, and the only way the government can do it is—what
does the government need to order the company to find out where
you are?

Mr. GIDARI. Depends on which magistrate you visit, but at least
a pen register order and a specific and articulable facts order com-
bined, but in many jurisdictions, a probable cause order—a prob-
able cause warrant issued under Rule 41.

Mr. ScorT. But for a government request, I should have an ex-
pectation that I am not being pinged and shown up on somebody’s
computer screen. Is that a reasonable expectation, or, you know,
should——

Mr. GIDARI It is more than a reasonable expectation.

Mr. DEMPSEY. And that is the way I think that carriers have de-
signed their services. A number of carriers offer services whereby
parents, for example, can—who are the subscribers to the service—
can find out, for example, where their children are. But that is the
case of the subscriber controlling their account.

There are a variety of services now being offered where I can
share my location with my friends. The companies who have de-
signed those services have been very, very careful to design them
in a way so that the user has control. To override that user control,
the company has to be involved. The company has to be compelled
to do something.

And some of those services offer very, very precise location capa-
bility, in a sense almost pinpointing a person on a map. A number
of those companies have said that they will insist upon a warrant
for disclosure of that information, and I think they have strong con-
stitutional argument for that. But the statute, as we have said, it
is completely unclear.

Mr. NADLER. Thank you.

I now recognize the gentleman from Georgia.

Mr. JOHNSON. Thank you, Mr. Chairman.

If I were someone’s wife, and I was out on the town running
around with all kinds of males and females and engaged in doing
my own thing pretty much, and I am wanting to keep all of that
secret, I am certain that no one on the panel would want the hus-
band of—or they would not want my husband to be able to go to
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the phone company and say, “Look, I need to find out where my
wife is, because I am going to kill her when I find her.” None of
you all would want that to happen, would you?

And so no one is saying anything, so I assume

Mr. DEMPSEY. No.

Mr. JOHNSON. Okay. All right.

And now, what if I were a law enforcement officer—the husband.
Or what if my husband was a law enforcement officer? Is there
any—and only thing this law enforcement officer did was to go get
a subpoena, which he carries around blank subpoenas, and comes
to a cell phone provider and says, “Look, I am conducting an inves-
tigation, and you must provide this information to me.” Should that
law enforcement officer, or any other law enforcement officer, be
able to obtain that information, the whereabouts of his wife?

Mr. GIDARI. They would be shown the door with that request, the
door to the courthouse, where they would have to ask a judge to
approve an order to get it.

Mr. JOHNSON. But that may be true at your cell phone company,
but it is not necessarily compelled by law that the cell phone com-
pany refrain from producing those documents. Is that correct?

Mr. DEMPSEY. Congressman, there is actually an interesting case
that has emerged in the 11th Circuit recently, which dealt not with
the location information, but instead with some e-mails.

And the case clearly involved a certain amount of favoritism on
the part of the prosecutor and the sheriff in that area, who at least
allegedly were doing a favor for a friend in defending that friend
against some civil litigation or some civil controversy, issued a sub-
poena, like you say, served the subpoena on the service provider,
and the service provider did turn over that e-mail.

The case has gone up to the 11th Circuit, and unfortunately, this
is one of the cases that I think went in the wrong direction. Pro-
fessor Kerr has also written about it, criticizing the decision in this
case, but the 11th Circuit held that there was zero constitutional
privacy interest in that e-mail and that the sheriff and the pros-
ecutor, in essence acting off on their own, had not violated any-
body’s rights.

Mr. JOHNSON. So, and the reason why it was not private is be-
cause it was in the cloud somewhere?

Mr. DEMPSEY. Yes, there was this notion that they had, which
we think is wrong, that privacy was lost because of the use of that
technology.

Mr. JOHNSON. Yes.

Is there anybody who would agree with the 11th Circuit decision
in that case that is sitting on this panel?

Yes, okay. All right. Well, you know, I have been sitting here all
day trying to find something that someone on the panel would say
that would incite me to issue forth with tough questions, but you
all have deprived me of that option, and I am pretty much, I guess,
singing to the choir when I say that I would hate to see either with
content or with noncontent information requested by law enforce-
ment, to use your analogy, Mr. Kerr—or not your analogy, but your
terminology, I would hate to see a company turned into a agent for
law enforcement at the expense of their customer.
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To me the issues that we confront are easily dealt with by legis-
latively extending the Fourth Amendment. And I do believe that
there is an inherent right to privacy, which is implied in really the
first nine amendments, but certainly the Fourth Amendment. All
we have to do is just extend it to these new areas that have come
to the fore since we have been embarked on this pursuit of intellec-
tual supremacy, if you will.

This is just human nature, but if we stick with the ideals of the
founding fathers, particularly with respect to the Fourth Amend-
ment, I think that our job should be easy.

And I guess there could be an argument that we just leave each
case up to the the courts to flesh out and ultimately to the U.S.
Supreme Court, but I am afraid that we would—I am afraid to
leave it up to the U.S. Supreme Court when we can put those
things into legislation, which clears up the ambiguities that may
arise.

So I think this is a very important hearing. It bears upon the in-
dividual rights that we in this country oftentimes take for granted,
but }t’ihey are what made America what it is. So thank you very
much.

And I notice that the Chairman is now thinking about—thinking
pensively as we proceed.

Mr. NADLER. And you yield back?

Mr. JOHNSON. At this time, yes.

Mr. NADLER. Then I will recognize the gentlelady from Cali-
fornia.

Ms. CHU. So, Mr. Dempsey, I would like to ask a question about
the fate of an e-mail that I would send out, but under different cir-
cumstances with regard to privacy and the Fourth Amendment.

Let us just say I e-mail a friend, Sarah, and what would happen
to the fate of that e-mail if she has read it versus hasn’t read it
or with regard to if 8 months have passed versus tomorrow, wheth-
er it is on a Gmail account or whether it is on her hard drive? Or
what if I took the content of that information and put it in a letter
and just mailed it?

Mr. DEMPSEY. In the Appendix A to my testimony, I talk about
this example, and if I was better at graphics, I would have tried
to it do a chart that showed this, because it really does almost take
a matrix to explain this.

While the e-mail is in transit, moving over the wires, so to speak,
or moving through the network, it can be intercepted only with a
warrant, a wiretap order issued under the Wiretap Act.

Once it reaches the inbox, so to speak, the computer of the serv-
ice provider of Sarah, the intended recipient, it comes under the
Stored Communications Act and at least until she opens it, that e-
mail sitting in her e-mail box is protected again by the warrant re-
quirement.

After she reads it, under my reading of ECPA, for 180 days it
remains protected by the warrant requirement. After 180 days, on
day 181, it loses the warrant protection. So you go from warrant
to non-warrant.

An interesting example is if you are using Gmail, by the way,
and you—or any other remote Web-based e-mail service—and you
draft your e-mail and don’t send it, because you haven't finished it,
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you are going to come back the next and finish it and send it, while
that e-mail is sitting on the server of Google, it is available regard-
less of age.

It is available with a mere subpoena. It is not protected by the
warrant at all, because Google is at that time acting as a provider
of remote computing services, not as a provider of electronic com-
munication services. They are storing the e-mail.

Once 180 days passes, then Google again reverts to its status as
a remote computing service. It is available with the subpoena. The
Justice Department argues that the copy of the e-mail that you
might store, since you store all your outgoing e-mail, if it is stored
in the cloud, loses its protection as soon as you send it, because it
is no longer in transit in temporary storage incident to trans-
mission. It is sort of your copy.

Now if you had printed out a copy and kept a copy in your office,
that is protected by the Fourth Amendment. If you have a copy on
your desktop or laptop, that is protected by the Fourth Amend-
ment. But the copy that is stored in your account, according to the
Justice Department, from the minute you push “send,” that is not
protected by the warrant.

Mr. NADLER. Will the gentlelady yield for a moment?

Ms. CHU. Yes.

Mr. NADLER. And the Justice Department in effect is saying that
because you pressed the “send” button, the Fourth Amendment
doesn’t apply, because it is no longer your papers?

Mr. DEMPSEY. It applies only—I think everybody would admit
that it applies to the e-mail in transit.

Mr. NADLER. But why doesn’t it apply continuing?

Mr. DEMPSEY. They argue, I think, that it is—it is hard to articu-
late their theory. It is a stored record, in their opinion, that has
been entrusted to a third-party in such a way that you have sur-
rendered your privacy interest in it.

Now, I think the correct analogy is the storage locker analogy,
in which a warrant is required to go into the storage locker. There
are cases having—they analogize it to something like a check, a
cancelled check which goes to the bank.

Mr. NADLER. That is even more strange, when they say that it
is not protected by the Fourth Amendment before you finished it.

Mr. DEMPSEY. If you store it with some—if you leave it on some
remote server.

Mr. NADLER. I thank the gentlelady for yielding.

Ms. CHU. And so if you have it on the hard drive, it is protected,
but if it is in the cloud, it is not protected. And if it is a letter, I
am presuming you are saying it is protected.

Mr. DEMPSEY. The letter is interesting, because the letter is pro-
tected, of course, in the hands of the post office. This goes back to
1877, when the Supreme Court ruled that the Fourth Amendment
does protect the letter moving through the mail system. The copy
of the letter that I retained is protected. The copy of the letter that
the recipient has is protected vis-a-vis the recipient. They can al-
ways voluntarily turn it over, but to force them to disclose it would
require a warrant or subpoena served directly on them.

So you have got this crazy quilt that the average individual has
absolutely no idea about. And increasingly, the services are being
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designed in a way to make all this completely seamless and com-
pletely non-apparent to the user.

So we have these increasingly powerful Black Berries and
handheld mobile Internet devices. We are constantly accessing in-
formation remotely. Sometimes it is on the device. Sometimes it
isn’t. Increasingly, it becomes even less clear where it is. And it is
time to dispense with these technology-based, platform-based rules
by which people do not lead their lives, people do not base their
lives on these distinctions from 1986.

Ms. CHU. Thank you.

I yield back.

Mr. NADLER. I thank the members of the panel, unless any mem-
ber of the panel wants to say anything else.

In which case without objection, all Members will have 5 legisla-
tive days to submit to the Chair additional written questions for
the witnesses, which we will forward and ask the witnesses to re-
spond as promptly as they can so that their answers may be made
part of the record. Without objection, all Members will have 5 legis-
lative days to submit any additional materials for inclusion in the
record.

Mr. Dempsey, you wanted to make a statement.

Mr. DEMPSEY. Yes, Mr. Chairman. Sorry, I did have one thing.
I have a very good memo that was prepared by Becky Burr at the
WilmerHale law firm, talking about some of these issues, and I
would like to, with your permission, enter this into the record of
the hearing as well.

Mr. NADLER. Well, if you will give it to us, without objection, it
will certainly be entered into the record, and I thank you.

[The information referred to follows:]
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The Electronic Communications Privacy Act of 1986: Principles for Reform

J. Beckwith Burr!

Background

Congressional enactment of the Electronic Privacy Information Act (ECPA)* in 1986
was a remarkably forward-looking effort to govern the compelled disclosure of electronic
communications data to the govemment by balancing law enforcement needs with the personal
privacy safeguards needed in the digital age.l" As communications technology developed, and
its contribution to the U.S. economy became clear, Congress also consciously endeavored to find
a balance that would nurture communications technologies.¥ The wisdom of this attempt to
balance privacy rights and law enforcement needs in an innovation-friendly environment is
evident today: the Internet has evolved from a research network with a few thousand academic
hosts into a global platform for communications, commerce, and civic activity used by four out

of five adults in the United States on a daily basis.¥ Information technology has driven the U.S.

L J. Beckwith Burr is a partner al Wilmer Cutler Pickering Hale and Dorr, LLP, and a member of the [irm’s

Regulatory and Government Affairs Department, based in Washington, D.C.

z The term “ECPA™ is used in this paper to describe both Title T of the Electronic Communications Privacy
Act, which prolcets wire, oral, and clectronic communications in transit, as well as Tille 11, referred to as the Stored
Commnuunications Act, which protects communication held in electronic storage.

¥ The stated goal of ECPA was to preserve “a [air balance belween the privacy expectations of citizens and
the legitimate needs of law enforcement.” House Committee on the Judiciary, Electronic Communications Privacy
Act of 1986, H Rep. No. 99-647, 99th Cong, 2d Sess. 2, at 19 (1986).

¥ {n addition Lo the goqls of privacy and law cnforcement, ECPA sought (o advance the goal of supporting
{he development and use of these now technologics and services, Ser S. ch No. 41, at 5 (noling that legal
uncertainty over the pr atns of new forms of communications “may unnecessarily discourage potential
customers from using innovative communications systems™), It was the intent of Congress to encourage the
proliferation of new communications technologics, but it recognized that consumers would not trust new
technelogies if the privacy of those using them was not protected. /¢, H.R. Rep. No, 99-647 at 19 (1986),

¥ Pew Internet & American Life Project: Wireless Internet Use, at 8 (July 2009) , available at

hip://www.pewinternet.org/~/media//Files/Reports/2009/Wircless-Intemel-Use. pd [
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economy in the past two decades,® and is expected to remain the engine of growth for years to

7
come.”

As forward-looking as ECPA was in 1986, there is broad consensus that today’s
technology has outpaced the Act. In 1983, Apple Computer introduced the ““Lisa”—the first
mass-marketed microcomputer with a graphical user interface. The Lisa cost $10,000 and
featured 1 megabyte of RAM and a 5 megabyte hard drive.¥ Today, for $999, consumers can
purchase a Mac Book with 2 gigabytes of memory, a 250 gigabyte hard drive, and built in
wireless Internet access and communications technology.? Tn 1995—nearly a decade affer
Congress enacted ECPA—only 9% of American adults used the Internet, compared to 81%

today.m’" Prototype mobile telephones from the 1980s—the size and shape of “bricks”—are now

& See Roberl D, Atkinson & Andrew S. McKay, Information Technology & Innovation Foundation, Digital

Prosperity: Undersianding the Economic Benefits of the Information echnology Revolution at 11-14 (March 2007)
(“| T lhe mid-1990s were a turning point that marked the move from the sluggish U.S. economy of the 1970s, 1980s,
and early 1990s to the dynamo of the last decade... [TThere is a now a strong consensus among economists that the
1T revolution was and continues Lo be responsible for the lion’s share of the post *95 rebound in productivity
growth.™).

See id. at 53 ("It is not clear how long IT will power growth, but it seems likely that for a[t] least the next
decade or two IT will remain the engine of growth. The opportunities for continned diffusion and growth of the IT
system appear to be strong, Many sectors, such as health care, education, and government, have only begun to tap
the benelits of IT-driven (ransformation. Adoption rates of e-comimerce [or most consuiners, while rapid, are still
relatively low. And new technologies (e.g., RFID, wireless broadband, voice recognition) keep emerging that will
enable new applications. In short, while the emerging digital economy has produced enormous benefits, the best is
yel lo come. The job ol policymakers in developed and developing nations alike, is Lo ensure that the policies and
programs they pul in place spur digital transformation so that all their cilizens can lully benefit (rom robust rates ol
growth.™).

According to the Burean of Labor Statistics, “Two of the fastest growing detailed occupations are in the
compuler specialist occupational group. Network syslems and data communications analy sts are projected Lo be the
second-fastest-growing occupation in the econonty. Demand for these workers will increase as organizations
continue to upgrade their information technology capacity and incorporate the newest technologies. The growing
reliance on wircless networks will resull in a need for more network syslems and data communications analysts as
well. Computer applications software engineers also are expected to grow rapidly from 2008 to 2018, Expanding
Internet technologies have spurred demand for these workers, who can develop Internet, intranet, and Web
applications.” Occupational Outlook Handbook: 2010-2011 Idition, available at
hitp:/wew bls gov/0c0/0c02003 him.

& Lisa/Lisa 2/Mac XL, available at hitp://www.apple-history. com/lisa. html.

¥ Apple—MacBook: Technical Specifications, aveilable at bitp./fx

visited Feb 2010).

100

v.apple.com/macbook/specs.htmi (last

Harris Interactive. The Harris Poll, available at
hiip:vwww harrisioteractive. com/harris_poll/index.asp?PID=973.
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collector’s items on eBay, Y while in 2009 palm-sized smart phones' double as sophisticated
computing platforms with the potential to bridge the digital divide.®¥ Communications
technology in the United States is evolving—and will continue to evolve—more rapidly and in
more directions than we currently imagine. ECPA, which served us remarkably well for many
years, is today unwieldy and unreliable as a law enforcement tool, immensely difficult for judges
and investigators to apply, confusing, costly, and full of legal uncertainty for communications
and other technology tools and service providers, and an unpredictable guardian of our country’s

long cherished privacy values.

A coalition of communications, equipment, and online services, as well as members of
the legal and advocacy communities'® have come together over the last year with the goal of
developing a set of principles to simplify, clarify, and unify ECPA—without constraining
important law enforcement activities. The result of this effort is a set of consensus principles for

updating ECPA that are designed to:

o Establish consistent, predictable privacy protections for communications and other
electronic information services used by Americans every day to handle their personal
communications and operate their businesses — building user trust and supporting the
full extension of Constitutional values to the networked world, while providing clarity for
law enforcement and service providers.

e Achieve technologically neutral solutions and avoid arbitrary distinctions that become
hard to apply over time, inhibit innovation, and skew the Internet marketplace.

s For example, Motorola’s Dynatax 8000x was the first cell phone to receive FCC approval (in 1983). It

weighed 28 ounces and was 10 inches high, not including its flexible “rubber duck™ whip antenna. Available at
http/Awww. retrowow.co.uk/retro_collectibles/80s/metorola 8000X php.

12

For example, the Google Nexus One is less than 5 inches tall and weighs less than 5 ounces. dvailable af
htep/Awww. google. com/phone/static/en_US-nexusone_tech specs.huml.

13

According to the Pew Internet & American Life Project, lower levels of home broadband access coupled
with lower levels of desktop and laptop computers explains the traditional access gap between white and black
Americans. But the gap in online engagement “largely dissipates™ according to Pew, when access on handheld and
mobilc devices is considered: under those circumslances, “usc among Alrican Amcricans malches or exceeds that
ol whilc Americans. Two ncasures of engagement with the wireless online—accessing the | [ |nternet on a handheld
on the typical day or ever—shows that Afficans Americans are 70% more likelv to do this than white Americans.”
The report concludes, “To an extent notably greater than that for whites, wireless access for African Americans
scrves as a substitute for a missing onramp to the Internct—the home broadband connection.™ Pew Internct &
American Lile Project; Wireless Internet Use, al 32-35 (July 2009), available at

hup/fwww pewinternet org/~/media//Files/Reports/2009/Wireless-Internet-Use. pdf (emphasis in original).

0 Coalilion members currently include: American Civil Liberties Union, AT&T, Center for Democracy and

Technology, Electronic Frontier Foundation, Google, Microsoft. IBM, Net Coalition. Loopt, and Salesforce.com.
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e Preserve the legal tools necessary to conduct criminal investigations and protect the
public, including through preservation of the ECPA exceptions and exemptions relied
upon by law enforcement today.

The consensus principles reflect the working group’s commitment to change no more
than strietly necessary to achieve these important goals. Implementation of the consensus
principles would not affect surveillance or privacy law relating to national security, including the
Foreign Intelligence Surveillance Act and the national security letter authority in ECPA. The
principles would not deny the government information needed to conduct investigations, and no
information would be rendered off limits to government investigators with appropriate process.
Indeed, adoption of the principles would facilitate cooperation between business and law
enforcement by clarifying the rules under which the parties interact. The principles preserve all
of the building blocks of criminal investigations—subpoenas, court orders, pen register/trap and
trace orders, and warrants, and would carry forward ECPA’s sliding scale approach that ties the
level of process required to the level of investigative intrusiveness. The recommended changes
would not disturb fundamental elements of ECPA, including the distinctions between content,
subscriber identifying information, and less sensitive transactional data. Finally, these
recommendations preserve the exceptions for compelled disclosure that have been written into

ECPA over the years, including those permitting emergency disclosures.

Principles

1. A governmental entity may require an entity covered by ECPA (a provider of wire or
electronic communication service or a provider of remote computing service) to disclose
communications that are not readily accessible to the public only with a search warrant issued
based on a showing of probable cause, regardless of the age of the communications, the means or
status of their storage or the provider’s access to or use of the communications in its normal
business operations.

2. A governmental entity may access, or may require a covered entity to provide,
prospectively or retrospectively, location information regarding a mobile communications device
only with a warrant issued based on a showing of probable cause.

3. A governmental entity may access, or may require a covered entity to provide,
prospectively or in real time, dialed number information, email to and from information or other
data currently covered by the authority for pen registers and trap and trace devices only after
judicial review and a court finding that the governmental entity has made a showing at least as
strong as the showing under 2703(d).

Page 4 7/21/2010
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4. Where the Stored Communications Act authorizes a subpoena to acquire information, a
governmental entity may use such subpoenas only for information related to a specified
account(s) or individual(s). All non-particularized requests must be subject to judicial approval.

Principle 1: Access to Content in Transit and in Storage

Recommended Approach: Under the consensus principles, a governmental entity may
require the provider of wire or electronic communications services to produce the non-public
content of communications only with a search warrant issued based on a showing of probable
cause, regardless of the age of the communication, the means or status of its storage or the
provider’s access to or use of the content in its business operations. This change would bring all
stored communications content under the same probable cause standard set forth in the Fourth
Amendment, accessible to law enforcement with an ordinary warrant. For example, a showing
of probable cause would be required to compel production of email, regardless of whether it is
“opened” or not, and regardless of how old itis. The principle also would apply to documents

and other private data stored by or on behalf of individuals on remote servers. ¥

Need for Change: Americans have embraced email in their professional and personal
lives and use it daily for confidential communications of a personal or business nature. Most
people save these emails, just as they previously saved letters and other correspondence. 2 ' In
fact, many Americans now have accumulated years’ worth of email, much of which is stored on

the computers of trusted third-party service providers. Likewise, businesses and individuals are

& These changes are premised on the understanding that the definition of “electronic communications™ is

broad cnough to include such ilcms as a drall document stored on a scrvice such as Google Docs. We interprel the
current definition of remote computing service as broad enough that it does not need to be amended to cover
technologies such as cloud computing, which are expected to keep America competitive by reducing business costs,
cnhancing productivily, and lacilitating collaboration and innovation.

e Companies often impose email retention policies that require employees to preserve emails for several
months before deletion. Contoural White Paper, How Long Shounld Email Be Saved?, at 5 (2007), available at
bup:iwww umiacs.umd.cdu/~oard/icaching/708x/spring09/1.pdll. (*Most companics come (o the conclusion that
many messages should be retained for a few years lor business produclivily purposcs.”).

Moreover, unlike a paper letter, often an email remains in existence long after the sender or recipient
ﬂttcmpts to delete it. See Applied Discovcn at 3, available ar
hip/www?, acc/chaplers/orogramv/datia UERIreleniion. pdf. (“Even when a computer user intends (o discard
electronic data. the task is much easier sald than done. The ‘delete” key creates a false sense of security for many
people. A deleted document may no longer be available to the user, but copies remain in temporary files, on backup
lapes, and, in the casc of cmail, in other recipients’ in-boxes.”)
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now increasingly storing other data “in the cloud,”Z

with huge benefits in terms of productivity,
cost, security, flexibility and the ability to work with collaborators around the world 2 This data
includes highly personal information such as medical and financial data, digital calendars,
photographs, diaries, and correspondence.’® It also includes commercially sensitive, proprietary
and trade secret materials, such as business plans, research and development, and commercial

collaboration.

The privacy rights of an individual with respect to all of this information, if stored on his
or her hard-drive®¥—or indeed on a CD in a safe deposit box—would be fully protected by the
warrant clause. 2 Under ECPA, however, a single email or electronic document could be subject
to multiple legal standards in its lifecycle, from the moment it is being typed to the moment it is
opened by the recipient or uploaded into a user’s “vault” in the cloud, where it might be subject

to an entirely different standard. 22 A warrant is required to access the content of an email while

& “Cloud computing is a general term for anything that involves delivering hosted services over the Internet.

These services arc broadly divided into three categorics: Inlrastructurc-as-a-Service (laaS), Platform-as-a-Scrvice
(PaaS) and Software-as-a-Service (SaaS). The name cloud computing was inspired by the cloud symbol that’s often
used to represent the Internet in flow charts and diagrams.” Cloud Computing Definition, available at
http://searcheloudeomputing techtarget com/sDefinition/0. sid201_gei 128788100 html.

¥ As an examplc of the potential savings [rom cloud compuling, the Obarna Administration’s Chicl

Information Officer, Vivek Kundra. “pointed to a revamping of the General Services Administration’s USA.gov
site. Using a traditional approach to add scalability and flexibility, he said, it would have taken six months and cost
the government $2.5 million a yecar. Bul by turning (o a cloud computing approach, the upgrade took just a day and
cost $800,000 a year,” Daniel Terdiman White House Unveils Cloud Computing Initiative, cuiet News, Sept. 13,
2009, available at hitp://news.cnet.com/8301-13772 3-1¢ 79-32 himl

o These materials are. as one author has noted, “the same materials deemed “highly personal’ by the Supreme

Court, a sentiment later echoed by the Eighth Circuit to justify Fourth Amendment protection for schoolchildren
despile their otherwise diminished expecetations of privacy. [They] also mirror [ ] the list of malerials that the
Eleventh Circuit used as a basis for asserting that “few places outside one’s home justify a greater expectation of
privacy than does the briefcase.” See David A. Couillard | Defogging the Cloud: Applying Fourth Amendment
Principles to Evolving Privacy Expectations in Cloud Computing, 93 Minn. L. Rev. 2205, 2219-2220 (2009)
(internal [ootnoles omitied).

EY See, e.g., Trulockv. Freeh, 275 F.3d 391 (4th Cir. 2001). United States v. Crist, No. 1:07-cr-211, 2008 WL
4682806 (M.D. Pa. Oct. 22, 2008).

& See, e.g., Kyllo v. United States, 533 U.S. 27,31 (2001) (“At the very core of the Fourth Amendment

stands the right o' a man (o retreat into his own home and there be Iree [rom unrcasonable governmental intrusion.
With few exceptions, the question whether a warrantless scarch of a home is reasonable and henee constitutional
must be answered no.” (internal quotations and citations omitted)).

= Robert Gellman, Privacy in the Clouds: Risks to Privacy and Confidentiality from Cloud Computing, at 13
(Feb. 23, 2009). “Distinclions recognized by ECPA include elecironic mail in (ransit; eleclronic mail in storage for
less than or more than 180 days; electronic mail in draft; opened vs. unopened electronic mail; electronic
communication service; and remote computing service.... The precise characterization of an activity can make a
signilicant dilfcrence Lo the prolections afforded under ECPA.” Available at

hup/www seribd. com/doc/ 1280573 | Privacy-in-Cloud-Computing-World-Privacy -Council-Feb-2009.
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it is in storage waiting to be read by the recipient.”?” The nanosecond the email is opened by the
recipient, however, it may lose that high standard of protection and become accessible with a
subpoena, issued with no judicial intervention, with (concurrent or delayed) notice to the affected
individual.®* One Court of Appeals has rejected this distinction between opened and unopened
communications for purposes of determining whether or not a communication is in “electronic
storage,” while in other areas of the country the question remains unsettled 2 In all cases, the

Justice Department believes law enforcement can compel disclosure of the content of the same

email with a mere subpoena after the email is more than 180 days old.Z Likewise, while as a

= 18 U.S.C. § 2703(a).
o 18 U.S.C. § 2703(b)(1)(B). Alternatively. it can be acquired with prior notice to the subscriber based upon
a court order supported by specilic and arliculable (acts demonstrating reasonable grounds to believe the
communication is relevant to an ongoing criminal investigation. /d. In either case, notice to the subscriber is
required unless the government secures a warrant. /d. The Department of Justice Computer Crimes and Intellectual
Property Section argues in the 2009 edition of its Computer Search and Seizure Manual, at 123-124: “As
traditionally underslood, “clectronic storage” refers only (o lemporary storage made in the course of ransmission by
a service provider and Lo backups ol such intermediate communications made by the service provider (o ensure
systemn integrity. It does not include post-transmission storage of communications. For example, email that has been
reeeived by a recipient’s service provider but has not yet been accessed by the recipient is in clectronic storage.”
See Steve Jackson Games, Inc. v. United Stales Secrel Service, 36 F.3d 457, 461 (5th Cir. 1994). Al that slage, the
commmnnication is stored as 4 temporary and intermediate measure pending the recipient’s retrieval of the
communication from the service provider. Once the recipient retrieves the email, however, the communication
reaches its final destination. If the recipient chooses to retain a copy of the accessed communication, the copy will
not be in ‘lemporary, interinediale storage’ and is not stored incident to transmission, See Fraserv. Nationwide
Mut. Ins. Co., 352 F.3d 107, 114 (3d Cir. 2003) (stating that email in post-transmission storage was not in
“temporary, intermediate storage™). By the same reasoning, if the sender of an email maintains a copy of the sent
cmail, the copy will not be in “clectronic storage.” Mcssages posted to an clectronic ‘bulletin board” or similar
service are also nol in “electronic storage’ because (he websile on which they are posted is the [inal destination for
the information. See Suow v. Direc?V, Inc., 2005 WL 1226158, at *3 (M. D. Flu. May 9, 2005), adopted by 2005
WL 1266435 (M.D. Fla. May 27, “005) aff'd on other qraunds 450 F.3d 1314 (11th Cir. 20086).

httpAwww cvbarerime gav/ssmanual/ssmanual 2009 pdf.

2

& Theafel v. Farev Jones. 359 F.3d 1066 (9th Cir. 2004).
w The Department of Justice Computer Crimes and Intellectnal Property Section Manual describes the
holding of the Ninth Circuit in Z/eafe! as [ollows: “|T |he court held that crnail messages were in “cleclronic
storage’ regardless of whether they had been previously accessed, because it concluded that retrieved email fell
within the backup portion of the definition of “electronic storage.” /d. at 1075-1077. Although the Ninth Circuit did
not dispute that previously accessed email was not in temporary, intennediate storage within the meaning of §
2510(17)(A), it insisted that a previously accessed email message fell within the scope of the ‘backup’ portion of the
definition of ‘electronic storage,” because such a message “functions as a ‘backup’ for the user.” 7d. at 1075, The
discomfort of some courts with the Justice Department’s interpretation of the Stored Communications Act is evident
in the Sixth Circuil’s (now vacated) ruling in Warshak v. United States thal “individuals maintain a rcasonable
expeclation of privacy in emails that arc stored with, or sent or reccived through, a commercial ISP.” 532 F.3d 521,
536-537 (6th Cir. 2008). Specifically, the panel court upheld a preliminary injunction enjoining the govemment
from “seizing the contents of a personal e-mail account™ under 18 U.S.C. § 2703(d) unless the government provides
prior notice to the c-mail user or shows that the ¢-mail user had no rcasonable expeetation of privacy vis-a-vis the c-
mail service provider.

= See DO, Llectronic Surveillance Manual. at 25 (2003), available at
hitps/w 1stice. gov/eriminal/foia/docs/clec-sur-manual.pdl.
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practical matter law enforcement must secure a warrant to access documents on a personal
computer, under ECPA, a mere subpoena issued to a third party will suffice to access
confidential documents stored remotely on the computers of a cloud computing service

. 28/
provider.

The different standards are the unanticipated byproduct of technology changes, and not a
careful balancing of the needs of law enforcement and the privacy rights of individuals. Nor do
they reflect a substantive difference in the nature of the information; rather they reflect the fact
that ECPA was enacted in 1986—six years before Congress authorized commercial activity on
the Internet, 2 and seven years before the first web browser was introduced. 2 ¥ 1n 1986, very
few Americans had e-mail accounts, and those who did typically downloaded email from a
server onto their hard drives, and email was automatically and regularly overwritten by service
providers grappling with storage constraints.™’ Even eight years later, when Congress enacted

the Communications Assistance for Law Enforcement Act (CALEA),Q" the commercial Internet

= 18 U.S.C. § 2703(b). While the government requires a warrant under Rule 41 to forcefully enter and seize

someone’s personal computer, it could theoretically choose to use a subpoena to compel production of the same
compuler or its conlents, resorting o court enforeement il the recipient failed to comply with the subpocna. As a
practical matter, however, concemns about compromising the investigation or destruction of evidence normally lead
law enforcement to secure a warrant in this situation. The same concerns about compromise and loss of evidence
arc not normally present when the subpocna is served on a third party service or storage provider, however,

= Prior to 1992 the National Science Foundation’s mandate was to support access to the Intemet for research
and education. and it had no authority to permit or promote commercial activity on the networks connecting research
and academic inslitutions. This authorily was conveyed Lo the NSF only in 1992, wilh passage of The Scientific and
Advanced-Technology Act, 42 U.S.C. § 1862(2) (1992). which dirccted the National Science Foundation “to foster
and support access by the research and education communities to computer networks which may be used
substantially for purposes in addition to research and education in the sciences and engineering, if the additional
uses will tend to increase the overall capabilities of the networks to support such research and education activities.”

3 The Mosaic web browser was released in 1993. a graphical browser developed by a team at the National

Center for Supercomputing Applications (NCSA) at the University of Illinois at Urbana-Champaign (UIUC), led by
Marc Andreessen.

o Achal Oza, Amend the ECPA: Fourth Amendment Protection Erodes as E-Mails Get Dusty, 88 B.U. L.
Rev. 1043, 1072 (Note 2008) (“In 1986, e-mail technology was still very new. Most e-mail users dialed-up to their
c-mal] scryers using a modem and downloaded (heir communications Lo a home computer, with the scrver acting
only as a mediurn [or temporary storage. Using (his rationale, the ECPA draws a distinction between e-rnails in
electronic storage on third-party servers for 180 days or less and those in electronic storage longer than 180 days.”
Citing Flectronic Communications Privacy Act: Hearing on H.R. 3378 Before the Subcomm. on Cours, Civil
Liberties, and the Admin. of Justice of the H. Comm. on the Judiciary, 99th Cong, 475, at 24 (1986) (testimony of
Philip M. Walker, General Regulatory Counsel, GTE Telenet Inc., and Vice Chairman, Electronic Mail
Association)).

2 Pub. L. No. 103-414, 10% Stat. 4279 (1994) (codificd at 47 U.S.C. §§ 1001-1021),
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was in its infancy, digital storage was expensive,®* and email was automatically and regularly

overwritten by service providers grappling with storage constraints.

Today, the distinctions between and among data in transit, data in electronic storage, data
stored by a remote computing service, and data more them 180 days old no longer conform to the
reasonable expectations of Americans, nor do these distinctions serve the public interest. A
growing chorus of academics argues that these distinctions do not make sense,?¥ and courts have
had increasing difficulty applying ECPA. The Fifth Circuit described efforts to interpret the
Wiretap Act as a “search for lightning bolts of comprehension [that] traverses a fog of inclusions
¥ The Ninth

and exclusions which obscures both the parties’ burdens and the ultimate goal.”

Circuit described this as a “complex, often convoluted, area of the law.”*® In 2002 the Ninth

Circuit said that Internet surveillance was “a confusing and uncertain area of the law” that is so
3

out-dated that it is “ill-suited to address modern forms of communication.”*? A district court in

Oregon recently opined that email is not covered by the Constitution, while the Ninth Circuit has

35

Matt Komorowski, A ITistory of Storage Cost, available at hitp://www mkomo.com/cosi-per-gigabyic
(concludes that “space per unit cost has doubled roughly every 14 months,” and states that “[s]everal terabyte+
drives have recently broken the $0.10/gigabyte barriers.™); see also Digital Prosperity supra Note 5, at 8 (The falling
cost of storage is “why Web companies like Google, Yahoo, and Microsoft are providing consumers with large
amounts ol [rec Web-based storage for their cmail, photos, and other liles. For exaruple, Google provides around
2.7 gigabytes (2.700 megabytes) of free storage for users of their Gmail e-mail service. If Google were to provide
this service today using the technology of 1975 (in 2006 prices). it would cost them over $50 million per user! But
because memory is now so cheap, Google and other companics can afford to give vast amounts of it away for frec,
paying [or it through unobirusive advertisements.”™).

= See, e.g., Patricial L. Bellia, Surveillance Law through Cyberlaw’s Lens, 72 Geo. Wash. L. Rev 1375,

1396-1397 (2004) (stating that *[s]tored communications have evolved in such a way that [ECPA’s layer of
statulory protection [or stored communications|. ollen referred Lo as the Stored Communications Act (“SCA”), arc
becoming increasingly outdated and difficult to apply.”). Orin S. Kerr, A User's Guide to the Stored
Communications Act, and a Legislator’s Guide to Amending It, 72 Geo. Wash. L. Rev, 1208, 1234 (2004) (stating
that the “strange™ 180-day distinction “may reflect the Fourth Amendment abandonment doctrine at work,” but
concluding that *|i|ncorporating those weak Fourth Amendment principles into statutory law malkes little sensc™).

= Briggs v. Am. dir ilter Co.. 630 F.2d 414, 415 (5th Cir. 1980) (Goldberg. J.). In a case involving the
Wirctap Act and the Stored Communications Act, the same court said that the law is “lfamous (il not infamous) for
its lack of clarity.” Steve Jackson Games, Inc. v. United States Secret Serv., 36 F.3d 457, 462 (5th Cir. 1994),

3 United States v. Smith, 155 F.3d 1051, 1055 (9th Cir. 1998).

& Konop v. {awaiian Airlines, Inc., 302 F.3d 868, 874 (9th Cir, 2002). The Ninth Circuit blamed this
confusion on Congress’s failure to update the law to take into account modern technologies. In particular, the court
complained that: “the difficulty [in construing the surveillance statutes] is compounded by the fact that the ECPA
was written prior to the advent of the Internet and the World Wide Web. As a result, the existing statutory
framework is ill-suited o address modem [ornms of communication.... Courls have siruggled (o analyze problems
involving modern technology within the confines of this statutory framework, often with unsatisfying results.” Zd.
‘While the Internet (but not the World Wide Web) did exist in 1986, it is entirely true that the Internet of 2010 bears
very little resemblance (o (he Internet of 1986,
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held that it is. 3 Last year, a panel of the Sixth Circuit first ruled that email was protected by the
Constitution and then a larger panel of the court vacated the opinion.® The degree of
uncertainty surrounding judicial application of ECPA requirements in any given situation makes
it difficult for law enforcement and service providers alike to act with confidence. The absence
of clear, intuitive rules necessarily complicates—and slows—business review of law
enforcement requests. The absence of clear rules also makes businesses hesitant to embrace

emerging Internet hosted services and complicates efforts to consolidate global data repositories.

As the Supreme Court has noted, clarity in the Fourth Amendment context benefits the
public and law enforcement alike. 2" Without clear rules, law enforcement personnel must either
take the chance of stepping over the line-risking suppression of evidence or even personal
sanctions - or shy away from the line to avoid overstepping.ﬂ' Neither law enforcement nor the
public are well served when law enforcement cannot make appropriate use of an investigative
tool because they do not know what is and is not allowed. A dramatic example of the negative
consequences of the lack of clarity was cited by the Foreign Intelligence Surveillance Court of
Review in In Re Sealed ('ase, where the court noted that the rules set forth in prior judicial

242/

decisions had been “very ditficult... to administer. As the 9/11 Commission explained, in the
days leading up to the 9/11 attacks, certain intelligence information was not shared with FBI
agents who were familiar with al Qaeda because an intelligence analyst misunderstood those

decisions and misapplied the Justice Department’s rules implementing them.®' Lack of statutory

» Compare In re Uniled States, 2009 WL 3416240 (D. Or. Junc 23, 2009), with Quon v. Arch Wireless
Operating Ca.. 529 F.3d. 892, 895-899 (9th Cir. 2008). cert. granted 130 S. Ct. 1101 (2009).

e Warshak v. United States, 490 F.3d 435, 467 (6th Cir.2007), vacated en banc, 532 F.3d 521 (6th Cir. 2008).
B See, e.g., Arizonav. Roberson, 486 U.S. 675, 681-682 (1988); Oliverv. U.S. . 466 U.S. 170, 181-182

(1984) (“This Court 1epeatedly has acknowledged the difficulties created for courts, police, and citizens by an ad
hoc, casc-by-casc definition of Fourth Amendment standards Lo be applied in differing factual circumslances. The
ad hoc approach not only makes it difficult for the policeman to discern the scope of his authority; it also creates a
danger that constitutional rights will be arbitrarily and inequitably enforced.” (citations omitted)).

o Orin 8. Kerr, Four Models of Fourth Amendment Proteciion, 60 Stan. L. Rev 503, 327-328 (2007) (“The
Fourth Amendment’s suppression remedy ... generales tremendous pressure on the courts lo implement the Fourth
Amendment using clear ex ante rules rather than vague ex post standards.... Clear rules announce ex ante what the
police can and cannot do; so long as the police comply with the clear rules, the police will know that the evidence
cannot be excluded.™).

= In re Sealed Case, 310 F.3d 717, 743-744 (FISA Ct. Rev. 2002).

A3

See id. al 744; National Commission Terrorist Altacks Upon the Uniled Slales, The 9/11 Commission
Report at 78-80, 271. available at btip./fwww. gpoaccess, g0v/31 Hpdfifulireport, pdf.

Page 10 7/21/2010

TSIDOCS 7494691v1



76

WILMERHALE

clarity also causes judicial uncertainty. When unclear statutory terms are interpreted differently
in different federal jurisdictions, prosecutors are left with two choices: create different practices
and procedures in each jurisdiction or adopt the most restrictive interpretation throughout the
whole country. The first option can lead to confusion and arbitrary results, and the second can
cause agents to forego the use of important investigative tools even where their use would be

permissible.

As email has become a key means of personal and proprietary communications, and as
users interact seamlessly with locally stored content and content stored on the Internet, ECPA’s
rules defy user expectation. Today, tens of millions of consumers enjoy free email and data
storage services on the Internet. * These services are normally advertising-supported, and
service providers use automated tools to scan the communications in order to deliver relevant
advertising or other services.” Many service providers also examine content for security and
anti-spam purposes.4—6" All of these activities are undertaken in connection with providing the
communication service, and users do not expect that these activities somehow render their
private communications less private. Indeed, the average webmail user would be surprised to
learn that the government believes this to be the case. Applying ECPA to normal business
practices in a manner that deprives users of basic privacy protections threatens to undermine
information technology innovations such as cloud computing, which, “by altering the basic
economics of access to computing and storage ... has the potential to reshape how U.S. and

: : 27
global businesses are organized and operate.”™

= See Byron Acohido, Aicrosoft takes notice as more people use free Google Docs, USA Today. Sep. 22.

2009 (reporting that by July 2010 27% of companies plan to widely use Google Dacs in the workplace).
= See Google, More on Gmail and privacy, available at
http://mail google com/mail/help/about_privacy, htmi#scanning_email

1 See id, (“Google scans (he (ext of Grnail messages in order (o filter spam and deteel viruses, just as all

major webmail services do.”)
& Jeffrey Rayport & Andrew Heyward, Andrew: Envisioning the Cloud: the Next Computing Paradigm (Mar.
20, 2009). According to the authors, cloud computing will lower capital requircments for technology start-ups,
permil businesses to manage 1T resources withoul tying up capital in IT capacity, while managing energy resources
more efficiently; facilitate consumer access to an endless array of powerful applications at low cost: support
innovation by reducing the human investment needed to build and maintain IT infrastructure; and foster cooperation
wilh bringing people and work togcther. See
df
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As presently applied, ECPA does not comport with user expectations, does not meet law
enforcement or judicial needs for clarity, creates non-trivial costs for businesses seeking to
comply with law enforcement requests, and erects barriers to the adoption of innovative,
productivity enhancing technology by American business. To address these deficiencies in a
technology neutral manner, the consensus principles would bring all communications content,
whether in transit or in storage (as commonly defined), notwithstanding the age of that content or
the ordinary uses of that content by providers, under the basic probable cause standard set forth

in the Fourth Amendment, accessible to law enforcement with a warrant,

Effect on Law Enforcement: This proposal would do no more than strictly necessary to

reflect the reasonable expectations of privacy of communications technology users today, and to

serve the public interest in facilitating innovation in the cloud. For example, the change:

= Would not extend to stored content the full range of protections that apply to real-time
interception of communications content under the Wiretap Act, and would not require a
“super warrant” for access to that data. Rather, this proposal does not modify the
Wiretap Act, ¥ and under the proposal, a search warrant supported by probable cause

would suffice to require a provider to disclose stored content;
= Would not turther restrict the authority to access communications that are readily
accessible to the general public, such as remarks posted on a blog or website available to

the public;ﬁ"

= Would not modify the right of any authorized recipient of a communication, other than

ﬁ’ In 2000, the Justice Department supported legislation that would have extended the procedural protections
accorded to voice interceptions to the real-time interception of electronic communications under the Wiretap Act, a
change that the Justice Department supported in 2000. See Testimony of Kevin V. DiGregory. Deputy Assistant
Atlorney General, Uniled Stales Department of Justice, Belore the Subcommitlee on the Conslitution of the House
Committee on the Judiciary on H.R. 5018 and H.R. 4987 (Sep. 6, 2000) (“For example, the Administration’s
package proposes that wiretaps for electronic communications should be treated just the same as voice wiretaps.
mecluding approval by a high-level Justice Department official, limited to the list of predicate crimes under §2516,
and with the availability of suppression under §2515.7), available at

hitpy/Audiciary house aovilegacy/digr0906.him.

. 18 U.S.C. § 2511(2)(g)(1).
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the service provider, to disclose data to the government without process. Thus, for
example, anyone other than the service provider with authorized access to shared photos

could voluntarily disclose those photos to anyone else, including a government agent;>”

=  Would not change or eliminate any of the current exceptions permitting disclosures to the
government by ECS and RCS providers, including those regarding inadvertently

discovered evidence of a crime and emergency disclosures;

= Would establish uniform, clear, and easily understood rules about when and what kind of

judicial review is needed by law enforcement to access electronic content; and

= Would, by clarifying the applicable rules, enable business to respond more quickly and
with greater confidence to law enforcement requests and to avail themselves of hosted
productivity technology.

Principle 2: Access to Mobile Location Data

Recommended Approach: Under the consensus principles, a governmental entity may

require the provider of wire or electronic communications services to produce, prospectively or
retrospectively, non-public information regarding the location of a mobile communications

device only with a search warrant supported by probable cause.

Need for Change: Cell phones and mobile Internet devices generate location data to
support both the underlying service and a growing range of location-based services of great

convenience and value. A cell phone that is turned on—whether or not it is in use—is in near

W One ol the current exceptions—user consenl—poses special issues, because, il broadly applied, consent

would overwhelm all privacy protection. For government access, consent should not be inferred from, for example.
Terms of Service that allow non-governmental entities to access content for various purposes. The
recommendations arc based on the presumption that the (act that a service provider has access lo information in the
cloud for purposes of providing the service. for offering value-added services or for delivering advertising does not
diminish the user’s expectation of privacy as against the government nor otherwise create any exception to the
probable cause warrant requirement. This should be the case regardless of whether it is the provider or a third party
contraclor thal is gelling access lor these business purposcs. Rather, consent that would defcal the warrant
requirement should have to be knowing, explicil, and specilic both (o the person who created the content and the
content to be disclosed. If this is not clear, a further amendment may be appropriate.
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constant communication with nearby cell towers,ﬂ’/ and, as a result, site tower information
always reveals something about a user’s location (7.e., what tower or towers are nearby). In
urban areas, where there are many cell towers, a mobile communications device may
communicate its location to more than one tower. By triangulating information received by two
or more cell towers, it is possible to establish a user’s location within a matter of yards.*® This
location data can be intercepted in real time and is often stored for research and development,
resolution of billing disputes, and other business purposes;ﬂ" it can reveal a very full picture of a
person’s movements, leading to inferences about activities and associations. In a growing
number of devices, this automatically generated location data is augmented by very precise GPS
data. 3

The requirements governing access to location information are not clearly set out in
ECPA. For years law enforcement treated cell site information as “signaling” or “addressing”

information, obtained by simply certifying that the information—both retrospective and

See DO, Electronic Surveillance Marnual, at 40 (2003), available at

hip/Awww justice. povicriminal/foia/docs/elec-sur-manual pdf. (A cell site simulator, digital analyzer, or a
triggerfish can electronically force a cellular telephone to register its mobile identification number (‘MIN.” /.e.,
telephone number) and cleetronic serial number (ESN,” ie., the number assigned by the manufacturer of the
cellular telephone and programined into the telephone) when the cellular telephone is turned on. Cell site data (the
MIN, the ESN, and the channel and cell site codes identifying the cell location and geographical sub-sector from
which the telephone is transmitting) are being transmitted continuously as a necessary aspect of cellular telephone
call dircction and processing, The necessary signaling data (ESN/MIN, channcl/cell site codes) are not dialed or
otherwise controlled by the cellular tclephone user. Rather, the ransmission of the cellular (clephone’s ESN/MIN (o
the nearest cell site occurs automatically when the cellular telephone is tumed on. This automatic registration with
the nearest cell site is the means by which the cellular service provider connects with and identifies the account,
knows where to send calls, and reports constantly to the customer s telephone a read-out regarding the signal power,
status and mode.”)

52

See id. at 41. The Global Positioning System (GPS). cell towers. and Wi-Fi positioning service (WPS) are
the three techniques to identify a mobile device geo-location.

= See Declan McCullagh, Feds Push for Tracking on Cell Phones, Feb. 10, 2010, available at
hitp://news.cnet.com/8301-13578 3-10451518-38 html (“Verizon Wireless keeps “phone records including cell site
location for 12 months,” |said| Drew Arcna, Verizon’s vice president and associate gencral counsel for law
cnlorcement compliance.™).

A The FCC's Enhanced 9-1-1 service will by 2012 require wireless carriers to have the ability to report

information about a caller’s location to within SO to 300 meters when the caller makes an emergeney call, and within
100 meters [or most such calls, 47 C.F.R. § 20.18(L)(1); see FCC Enhanced 9-1-1—Wireless Services, availahle at
http/fwww foe. govipshs/services/Y ] L -services/enhanced? ] |/ Welcome htmi. Wireless carriers often meet this
requirement by installing GPS capabilities in their devices. For example, all Verizon devices sold after 2003 are
GPS-capable. See hilp://aboutus.vow.com/wirclessissucs/cnhanced91 Lhimt,
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prospective—was “relevant to an ongoing investigation.” In 1994 Congress amended the Pen
Register statute to preclude the collection of information disclosing location “solely pursuant” to
that statute.>® Notwithstanding this change, until 2005 judges routinely issued orders based on
the “relevant to an ongoing investigation” certification so long as the request identified any
additional authority for the request.” Generally law enforcement cited the Stored
Communications Act for this additional authority—even when the location information was
sought on a prospective basis, on the theory that nothing in the Stored Communications Act

“requires that the provider possess the records at the time the order is executed.”®

In 2005, a magistrate judge in the Southern District of Texas rejected this so-called
“hybrid-theory,” holding — as most cell phone users would assume - that prospective collection
of cell site data amounted to “tracking.” Citing the standard for installing a mobile tracking
device under 18 U.S.C. § 3117, the magistrate judge determined that law enforcement could

access prospective cell site data only with a warrant supported by probable cause. According

== See DO, Electronic Surveillance Manual. at 45 (2003), available at

bitp:/www justice. gov/criminal fola/docs/clec-sur-manual pdf. (“In 1994, the Office of Enforeement Opcrations
opined that investigators did nol need Lo oblain any legal process in order to use cell phone (racking devices so long
as they did not capture the numbers dialed or other information “traditionally” collected using a pen/trap device.
This analysis concluded that the ‘signaling information’ automatically transmitted between a cell phone and the
provider’s tower does nol implicale cither the Fourth Amendment or the wirctap statule because it does not
conslilule the “contents” of a communication. Morcover, the analysis reasoned—prior to the 2001 amendments—
that the pen/trap statute did not apply to the collection of such information because of the narrow definitions of “pen
register” and ‘trap and trace device.” Therefore, the guidance concluded, since neither the constitution nor any
statute regulated their use, such devices did not require any legal authorization to operate.”)

b Pub L. 103-414 Tide I § 103 (1994) (codified at 47 U.S.C. § 1002¢a)(2)). This preclusion is subject to an
exception that applies to the extent the number itself provides the location. i.¢., for pay phones or wireline phones.

g

See DO), Electronic Surveillance Manual at 41, 43-44, available at

httpfiwe stice. gov/ermingl/foia/dogs/elec-sur-manual.pdf. (“Because of the 1994 prohibition, law enforcement
authorities have sought other means to compel providers to supply this information prospectively. Most commonly,
investigators have used orders under scetion 2703(d) (o obtain (his information. Although scction 2703(d) gcncral]y
applics only Lo slored communications, nothing in that seclion requires that the provider posscss the records at the
time the order is executed. Moreover, use of such an order does not improperly evade the intent of the CALEA
prohibition. Section 2703(d) court orders provide greater privacy protection and accountability than pen/trap orders
by requiring (1) a greater factual showing by law enforcement and (2) an independent review of the facts by a court.
Indeed, the very language of the CALEA prohibition—limiting its application ‘(o information acquired solely
pursuant to the anthority for pen registers and trap and trace devices'—indicates that Congress intended that the
government be able to obtain this information using some other legal process. Public Law 103-414, sec. 103 (a)
(emphasis supplicd). Thus, 2703 (d) orders arc an appropriate ool (o compel a provider to collect cell phone
location information prospectively.” According to the DOJ Manual “[1Jaw enforcement inv estlz,dlors may use ... an
order under section 2703(d) of title 18 in order to obtain historical records from cellular carriers.”)

& Id

= In Re Application for Pen Register and Trap/Trace Device with Cell Site Location Authority United States

District Court. Southern District of Texas. Houston Division. Magistrate No, H-05-557M (Oct. 14. 2005).
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to Judge Smith, “While the cell phone was not originally conceived as a tracking device, law
enforcement converts it to that purpose by monitoring cell site data.” Magistrate judges around
the country followed Judge Smith’s lead on this, including a majority of the opinions published

since 20058

Although Judge Smith’s opinion applied only to the prospective collection of cell-site
information, he noted that an individual might have “an objectively reasonable privacy interest in
caller location information,”ﬂ based on the Fourth Amendment as well as the Wireless
Communication and Public Safety Act of 1999.°% He rejected the notion that there is no
reasonable expectation of privacy in cell site location data, as well as the government’s attempt
to analogize cell site data to telephone numbers found unprotected in Smith v. Maryland, 442
U.S. 735 (1979). “Unlike dialed telephone numbers, cell site data is not “voluntarily conveyed”
by the user to the phone company. As we have seen, it is transmitted automatically during the
registration process, entirely independent of the user’s input, control, or knowledge ... location
information is a special class of customer information, which can only be used or disclosed in an

Lo . &
emergency situation, absent express prior consent by the customer.”™

More recently, courts have rejected government requests for retrospective location data
without a warrant, citing the language of the Stored Communications Act that “expressly sets
movement/location information outside its scope by defining “electronic communications” to
exclude “any communication from a tracking device” (as defined in 18 U.S.C. § 3117) and

noting that the “electronic communications statutes, correctly interpreted, do not distinguish

& See Declan McCullagh, Feds Push for Tracking on Cell Phones, Feb. 10, 2010, available at
http://news.cnet.com/8301-13578 3-10451518-38 html (“Ounly a minority [of judges] has sided with the Justice
Department |on rules regarding prospective cell phone tracking|.”); Transcripl of Town Hall Record, Bevond Voice:
Mapping the Mobile Markelplace, al 177-178 (May 6, 2008) (Scssion 4, “Location-Bascd Scrvices™), available at
http://hte-01 media. globix. net/COMPOORTLOMOD 1/ fte_web/transcripts/050608_sess4.pdf.

= In Re Application for Pen Register, supra note 58 at 16.
& Pub. L. No. 106-81. § 5. 113 Stat. 1288 (Oct. 26, 1999) (codified at 47 U.5.C. § 222(f)).

& In Re Application for Pen Register, supra note 58 at 15;
hitpa/www justice. gov/eriminal/foia/docs/elec-sur-manual. pdf,
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between historic and prospective [cell site location information].”®* Under these holdings, law
enforcement can no longer assume that they will be able to acquire location data without a

warrant based on probable cause.

Courts that require law enforcement to secure a warrant based on probable cause to
access mobile location data recognize that users are likely to assume that tracking, however
accomplished, is still tracking. To comport with reasonable expectations and serve the public
interest, the current uncertainty should be resolved by applying the probable cause standard to

disclosure of relatively precise location information.

There are already a number of innovative, socially beneficial “location aware”
applications that employ technologies such as GPS, cell phone infrastructure, or wireless access
points to locate electronic devices and provide “resources such as a “you are here’ marker on a
city map, reviews for restaurants in the area, a nap alarm triggered by your specific stop on a
commuter train, or notices about nearby bottlenecks in traffic.”®® More applications such as
these are emerging every day, and in short order “systems which create and store digital records
of people’s movements through public space will be woven inextricably into the fabric of
everyday life.”® These applications will enhance quality of life, further important economic
and social goals, and—with appropriate safeguards—serve law enforcement. Absent clear
standards, privacy concerns could discourage consumer use, which could in turn make it less

likely that location data will be available to law enforcement with proper authority.

o In the Matter of the Application of the United States of America for an Order Directing the Provider of

Electronic Communications Service to Disclose Records to the Government, U.S, Districl Courl for the Weslern
District of Pennsylvania. Magistrate’s No. 07-524M Magistrate Judge Lisa Pupo Lenihan . aff'd Sep. 2008,
(“Government’s requests for Court Orders mandating a cell phone service provider’s covert disclosure of individual
subscribers’ (and possibly others’) physical location information must be accompanicd by a showing of probable
ggnieqq% The case has been appealed to the Third Circnit, which heard oral arguments on February 12, 2010, Case
& See BEducause Learning Initiative, 7 Things You Should Know About .. Location Aware Applications,
available at hitp:/incl cducause odu/it/library /pd/ELI7047 pdl.

& Andrew J. Blumberg & Peter Eckersley, Electronic Frontier Foundation, On Locational Privacy, and How

to Avoid Losing it Forever, at 1 (Aug. 2009), available at Wp:/Favevr off org/files/off-locational-privacy. pdf. The
sensitivily of precise geographic location information was also discussed at a panel on mobile “location-based
serv 1ces " during the FTC’s 2008 Town Hall on mobile marketing. See Transcript of Town Hall Record, Beyond

{apping the Mobile J[arl\etplace (May 6, 2008) (Session 4, “Location-Based Services™). available at
‘Miuc-01.media.glohix, net/COMPLORT o*)MODl/HV web/transeripts/0S0608 _sessd.pdi
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Effect on Law Enforcement; Information that reveals an individual’s precise location can

be highly sensitive, and collection of this information without proper safeguards implicates the
exercise of a variety of rights protected by the Constitution, including important expression and
association rights. To facilitate innovation, encourage the uptake of emerging location-aware
technologies, and ensure that law enforcement access to location information generated by these
products and services comports with the reasonable privacy expectations of Americans, ECPA
should be amended to require a warrant based on probable cause to support access to location

7 This standard is

information, whether it is sought on a retrospective or prospective basis.
consistent with Fourth Amendment safeguards against unreasonable search and seizure. In many
cases, law enforcement must already meet the probable cause standard when requesting location

data,® and certain service providers are taking the position that location data is subject to higher

standards under ECPA for content. &
Principle 3: Access to Transactional Data

Recommended Approach: Under the consensus principles, a governmental entity could

require the provider of wire or electronic communications services to produce, prospectively or
in real time, transactional information (/.e., dialed number information, IP address, Internet port
. . . . . .. . . 70/ .
information, email to/from information and similar communications traffic data)= only with a

judicial finding that the entity has offered specific and articulable facts demonstrating reasonable

This would be subject, of course, to the exception for telephone numbers that themselves provide location
informaltion.

& Most courts have held that prospective information requires a showing of probable cause. See supra note_
63. Law enforcement requests for retrospective location data are often combined with requests for prospective data.
See, e.g., In re Application Of The United States Of America For An Order Directing A Provider Of Illectronic
Communication Service 1o Disclose Records 1o The Government, 534 F. Supp. 2d 585, 589 (W.D. Pa. 2008); /n re
Application of U.S. for an Order for Prospective Cell Site Location Information on a Certain Cellular Telephone,
460 F. Supp. 2d 448, 453 (SD.N.Y. 2006).

& For example, the Loopt service “shows users where friends are located and what they are doing via
detailed, interactive maps on their mobile phones.... Users can alse share location updates, geo-tagged photos and
comments with friends in their mobile address book or on online social networks, communities and blogs.” The
provider clearly understands the privacy implications of this lechnology, and reassures users that * Loopl was
designed with user privacy al its core and ollers a variely of clfective and intuilive privacy controls.” About Loopt,
available at hitp:/fwww 10opt.com/abont.

o DOJ Flectronic Sur wt]lance M Iamm] at 39 (700)) availahle at
/dog

hitpiwww.i 2, B0 -manuat.pdl. (“Pen repister and trap and (race devices may obtain
any noncontent 111formauon—all dialing, routing, addressing, and signaling information’—utilized in the
processing and transmitting of wire and electronic communications. Such information includes IP addresses and
porl numbers, as well as the *To” and "From’” infonnation contained in an c-mail header.”)
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grounds to believe the information sought is relevant and material to an ongoing criminal

investigation.

Need for Change: Transactional data—records of who is calling whom, when and for
how long, and records of all the “to” and “from” information associated with one’s email,
including date, time, message length (including subject line length)—can be highly revealing.
Transactional records for e-mail and cell phone usage may contain far more information about an
individual’s communications than “pen register” data in the wireline environment of the
1980s. Y As technology has evolved, transactional data has become ever more detailed and
revealing, but remains available to law enforcement without effective judicial supervision. In
fact, under ECPA, a court must issue an order for a pen regi ster or trap and trace device™
whenever a prosecutor files a document stating that the information sought is relevant to an
ongoing investigati on ™ Thus, read literally, a judge cannot even assess whether the information
is in fact relevant; the only question is whether the government says that itis. As

communications technology evolves and produces increasingly detailed and rich transactional

v For example, the transactional record of an outgoing phone call to someone in a large office likely only

contains the general oflice phone number and docs not specily which person in the oflice has been contacted.
However. the transactional record of an email to that person contains the recipient’s unique email address. See
Center for Democracy & Technology’s Analysis of 5.2092 (Apr. 4, 2000), available at
httpHeld.cdt.org/sceurity /00040damending. shtml.

It is not yet clear whether information such as URL’s that include search terms or specific website
addresses are “content” information that must be excluded from transactional records. Matthew I. Tokson, The
Content/Fnvelope Distinction in Inlernet Law, 50 Wm. & Mary L. Rev 2105, 2103 (2009) (“Courts and Interncl law
scholars have yel (o ofTer a means of determining the content/cnvelope stalus of unique aspects ol Internct
communications-from email subject lines to website URLs.”). If transactional records for e-mail or Internet-enabled
cell phones include this information, then they would be far more revealing than traditional wireline telephone
records. F.g., United States v. Forrester, 512 F.3d 500, 510 0.6 (9th Cir. 2008) (“Surveillance techniques that
cnable the government to deterinine not only (he [P addresses that a person aceesses bul also the unilorn resource
locators (“URL”™) of the pages visited might be more constitutionally problematic. A URL, unlike an IP address,
identifies the particular document within a website that a person views and thus reveals much more information
about the person’s Tnlernet activity.”).

A “penregister” is defined as “a device or process which records or decodes dialing, routing, addressing, or
signaling information transmitted by an instrument or facility from which a wire or electronic communication is
transmilted, provided, however, thal such information shall not include the contents of any communication....” 18
U.S.C. §3127(3).

A “trap and trace device™ is defined as a device or process which captures the incoming electronic or other
impulses which identify the originating number or other dialing, routing, addressing, [or] signaling information
reasonably likely (o identily the source of a wire or elecironic communication, provided, however (hat such
information shall not include the contents of any communication. 18 U.S.C. § 3127(4).

e 18 U.S.C. § 3123(a).
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information, it is appropriate to afford judges a meaningful role in assessing whether the

government’s claim of relevance is substantiated.

Effect on Law Enforcement: The Justice Department has in the past acknowledged that

the approach taken by the recommended principle is appropriate.” Nonetheless, the consensus
principles call for a modest change only: The standard proposed is significantly less than
probable cause: “specific and articulable facts showing that there are reasonable grounds to
believe that the information ... is relevant and material.” Drawn from the Terr) decision of the
U.S. Supreme Court,”’ the language is identical to the formulation in the Stored

Communications Act, which currently provides:

A court order for disclosure under subsection (b) or (¢) may be issued by any court
that is a court of competent jurisdiction and shall issue only if the governmental
entity offers specific and articulable facts showing that there are reasonable
grounds to believe that the contents of a wire or electronic communication, or the
records or other information sought, are relevant and material to an ongoing
criminal investigation.””

The marginal burden on law enforcement from this change should be minimal because law
enforcement rarely asks for a pen register order without already possessing information sufficient

to satisfy a “specific and articulable facts” standard. 2 The change will enhance business

= See DOJ's View on H.R. 5018 (Electronic Communications Privacy Act of 2000), Testimony of Kevin

Digregory, Depuly Associate Atltorney General, available at

hup/icommdocs. house. gov/commitess/udictary/bing7343.000/hus7343_Q.htm (“H.R. 5018, like the
Administration’s bill, would introduce the requirement of judicial review of the factual basis for such orders,
Specifically, H.R. 5018 would requirc such applications Lo conlain ‘speeific and articulable (acts® that would justily
the collection of the data. While the Justice Department can comply with the added administrative burdens imposed
by increasing this standard, we have concerns about the amendments. Specifically, the technology-specific manner
in which the bill would implement this change, the lack of an emergency exception, and the unrealistic geographic
limilations that restrict such orders in the present law all raisc scrious concerns that should be addressed.™).

o Terry v. Ohio, 392U.S. 1, 21 (1968).
= 18 U.S.C. § 2703(d).
= Orin S. Ketr, Internet Surveillance Law after the USA Patriot Act: The Big Brother That Isn’t, 97 Nw. U.

L. Rev. 607. 639 & 673 n. 154 (2003) (“[A] higher ‘specific and articulable facts’ threshold would not add
substantial burden (or law enforcement.... |l|n my government expericnee [ never knew or even heard of any law
enforcement agent or lawyer obtaining a pen register order when the agent did not also have specific and articulable
facts, which would satisfy the higher threshold. My experience is narrow, but it suggests that the practical burden of
obtaining the order combined with the certification to a federal judge and potential for criminal liability effectively
regulales government olficers and deters them [rom oblaining pen register orders in bad laith. On the other hand,
there may be roguc oflicers out there, il not now then in the future, and a higher threshold corubined with judicial
review could potentially provide an extra barrier to abuse.”).
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responsiveness by clarifying the obligations of both law enforcement and business, and preserves
the distinction between content and transactional data, and maintains the reduced burden needed

to acquire the latter.
Principle 4: Access to Subscriber Identifying Data and Stored Transactional Information

Recommended Approach: Under the consensus principles, a governmental entity may

use a subpoena to require the provider of wire or electronic communications services to produce
information related to a specified account or individual. Judicial approval would be necessary

only where such requests do not relate to a specitied account or individual.

Need for Change: Under ECPA, law enforcement may use an administrative, grand jury
or trial subpoena to acquire certain information pertaining to a “subscriber to or [a] customer” of
an electronic communications service or remote computing service. 2 The information that may
be acquired under this provision includes name, address, call or session records, length of service
and type of service utilized, and method of payment.& Using the administrative subpoena
authority, law enforcement makes an independent determination that certain records are needed
and then issues and serves the subpoena without input from a grand jury or even an assistant U.S.
Attorney. Such administrative subpoenas are subject to judicial review only if the recipient of
the subpoena challenges it. With administrative, grand jury or trial subpoenas, the government
has no obligation to notify the subscriber or customer to whom the records relate. £’ A carrier or
ISP will rarely have the incentive to challenge a subpoena, so this information is routinely

disclosed without any judicial review whatsoever.

The absence of judicial review or any meaningful opportunity to challenge a request for
subscriber identifying records and stored customer records suggests that the scope of the
subpoenas in these cases should be appropriately tailored. Indeed, the language of the statute
itself suggests that such subpoenas may be issued for information pertaining to “a subscriber” or

“a customer” identified with some particularity, for example, by a phone number or an 1P

=z 18 U.S.C. § 2703(c)(2).
8 Id
& 18 U.S.C. § 2703(c)(3).
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address at a specific time. This principle would make it clear that a subpoena cannot be used to
compel production of, for example, information identifying “a/f subscribers” whose device
registered on a specified cell tower on a specified date, or information identifying “a/l
subscribers” who accessed a particular web site during a specified period of time. Nothing in the
legislative history of ECPA suggests that the provision should be read to authorize such broad
use of subpoenas. Rather, the absence of judicial review argues for a narrow interpretation to

avoid misuse of the subpoena for “fishing expeditions.”&"

Effect on Law Enforcement: The principle is intended to clarify that the government may

use a subpoena to obtain the subscriber information specified in the statute if the investigator can
identify the subscriber with particularity (e.g. phone number, IP address used at a specific time).
Otherwise, the investigator would obtain the information after securing a §2703(d) order based
on specific and articulable facts demonstrating reasonable grounds to believe that the information
is relevant to an ongoing criminal investigation, or a search warrant. The consensus principles
would leave the current standard found in ECPA untouched when the records sought by law
enforcement pertain to a specific subscriber or customer. Only if the government sought records

about groups of subscribers or customers, would judicial review be required.

Conclusion

The United States leads the world in bringing innovative, ground-breaking
communications technology to market, and enjoys the many social and economic benefits that
technology produces. The United States also enjoys the many benefits flowing from
Constitutional safeguards designed to preserve individual liberties, including the right to be free

from unreasonable search and seizure. The U.S. has consistently balanced those values with the

= Without a narrow interpretation, law enforcement can subpoena a list of all visitors to a news website on a

particular day, and order that the recipient of the subpoena not disclose the subpoena’s existence, The Department
of Justice recently attempted this before withdrawing its subpoena after the website owners objected publicly. See
Dcclan McCul]agh Justice [ept. Asked for News Site’s Visitor Lists, Taking Liberties Blog (Nov. 10, 2009),
available at bip:/iwww.chsnews. com/blogs/2009/11/09/aking 1 erticsicntry 5393506.shirnl: Copy of Subpoena,
available at hitp:/fwww efl org/files/subpoena pdf. See also Nymity Interview, Where Did Due Process Go?
Government /’Iccess to Personal Information in the Cloud (Tnterview with Scott Shipman, eBay) (Feb 2010),
btp/Avww nymity. com/Free_Privacy Resources/Privacy Interviews/2010/Scott Shipman.aspx (“[W]e're starting
Lo see a new wave of requests. These new requests are a broad request for a large group of unnamed custorners. For
example, we see requests from authorities that state, “please provide all information on all sellers who have sold in
the following jurisdiction (zip code) within the last year.” Requests like those arguably flip the notion of due process
upside down.™).
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needs of law enforcement in the communications environment, and both U.S, consumers and the
U.S. economy have benefitted from the trust and confidence that this balance inspires in our
electronic communications and information technology services providers, including among
businesses and individuals located outside our borders. Changes in technology since 1986 have
made it ditficult to apply ECPA in a manner that comports with the reasonable expectations of
individuals, potentially eroding user willingness to entrust private information to third party
service providers in the United States. The principles recommended by the working group
would, if implemented, align ECPA with current and emerging technology without unduly

constraining or imposing significant burdens on law enforcement.
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Mr. NADLER. With that, I thank the witnesses. And the hearing
is adjourned.
[Whereupon, at 4:06 p.m., the Subcommittee was adjourned.]
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Congressman Henry C. “Hank” Johnson, Jr.
Statement for the Hearing on Electronic
Communications Privacy Act (ECPA) Reform

May 5, 2010

Thank you, Mr. Chairman, for holding this hearing and
giving Members the opportunity to examine the Electronic
Communications Privacy Act.

The internet has grown and transformed the way Americans
communicate, work, and live. We are increasingly living
our lives online. We go online to learn, shop, pay our bills,
and to connect with family and friends.

The founding fathers recognized that citizens need privacy
for their “persons, houses, papers, and effects.” While
technology has been advancing at the speed of light, that
basic principle the framers had in mind, when they drafted
the Constitution, has not changed.

The ability to monitor communications has grown
enormously. As technology continues to expand, we must
adjust our laws to keep up with modern technology.

The primary statutory protection for the privacy of
electronic communications is the Electronic
Communications Privacy Act, which became effective in
1986. The World Wide Web, however, was not designed
and distributed until 1992. In 1993, there were almost two
million web sites. As of 2007, it was estimated that there
were over 100 million web sites.
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As the World Wide Web and technology continue to
expand, our laws must evolve to keep up with current
trends.

As | think about this issue, several questions come to mind.
How can Congress reform the Electronic Communications
Privacy Act to ensure that individuals retain their right to
privacy and that the government has the tools it needs to
conduct investigations? How can Congress reform the Act
to provide service providers with clarity so that they can
effectively communicate with their customers and gain
their trust? Is it premature for Congress to legislate with
unresolved Fourth Amendment issues?

I hope that our witnesses can shed light on these questions.

Thank you, Mr. Chairman, for scheduling this hearing. I
look forward to hearing from our witnesses today, and yield
back the balance of my time.
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Written Testimony of Richard Salgado
Senior Counsel, Law Enforcement and Information Security, Google Inc.
House Judiciary Subcommittee on the Constitution, Civil Rights, and Civil Liberties
Hearing on Electronic Communications Privacy Act Reform
May 5, 2010

Google thanks Chairman Nadler, Ranking Member Sensenbrenner, and honorable members
of the Subcommittee tor examining the need to modernize the Electronic Communications
Privacy Act of 1986 (ECPA). My name is Richard Salgado. As a Senior Counsel for Law
Enforcement and Information Security at Google, I oversee the company’s response to
government requests for user information under various authorities including ECPA. Tam
also responsible for working with teams across Google to protect the security of our
networks and user data. I have also served as a Senior Counsel in the Computer Crime and
Intellectual Property Scetion in the U.S, Department of Justice.

It is vital for Google and for Internet users that Congress update HCPA to address the
tremendous technological advances in communications and computing technology that the
world has witnessed since the statute was passed. This 1s why Google is playing a lead role
in the Digital Duc Process codlition (www.digitaldueprocess.org), an ECPA reform advocacy
coalition that includes other technology companies, non-govemnmental organizations, and
academics. We need to make sure that FCPA protects individuals from unwarranted
government intrusion as communications and computing technology continue to advance.
At the same time, HCP A must offer law entorcement the tools necessary to pertorm its
important work.

HCP A was designed for the communications and computer technology of 1986. "I'he ways
in which we communicate and compute today, however, bear little resemblance to those of a
quarter century ago. When RCPA became law in 1986, communication through the Internet
was the province of academic rescarchers and government agencics. There was no
commercial World Wide Web. Commercial email had not yet been oftered to the general
puhlic. Instant messaging wasn't widely used until the late 1990s. Only 340,000 Americans
subscribed to cell phone service - the equivalent of one line for every citizen of Tampa,
Florida -- and not one of them was ahle to send a text message.

Since ECPA was signed into law, we have experienced unprecedented advances in
communications technology and services, and a fundamental shift in how people
communicate. 'I'he weh, search engines, video sharing sites, and voice-over-1P services are
only a tew of the technologies that have hecome commonplace and part of everyday life, yet
would have scemed like scienee fiction at the time ECPA was cnacted.

We've also seen a profound transtormation in the way we store, access, and transfer data. In
1986, holding and storing data was expensive, and storage devices were limited by
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technology and size. A 10 megabyte hard drive that had room to store about two high
resolution photos cost $650 (or 10 dollars per megabyte). In 2010, thanks to innovation and
advances in technology, a 1.5 terabyte hard drive can be purchased for $99 (0.000094 dollars
per megabyte) and hold 300,000 photos. Complimenting the growth in storage capacity,
average data transfer rates are nearly one hundred and sixty times faster than in 1986 --
making it possible to share richer data and to perform more complicated tasks in a fraction
of the time it took when HCPA became law. ‘This massive drop in cost and increase in the
speed of storing and accessing data has had a huge and positive impact on all classes of
online users, fostering improvements in cfficiency and innovation. The development of
Internet-based computing and storage -- widely known as “cloud computing” -- is one direct
benefit.

Companies like Google are now able to offer individuals, businesses, educational
institutions, government centitics, and others the ability to store, access, usc and sharce their
data from remote servers. This provides enormous cost, scalability, and security advantages
over home or workplace data storage that was the norm twenty-five years ago. Rather than
invest in expensive and specialized IT equipment and personnel, customers can rely on the
scale and security offered by the cloud providers to access data anywhere Internet access is
available. The cloud is about much more than email; it cnables services like online video,
shared document collaboration among people in different time zones, and many other
services. The “virtual” services offered in the cloud have created cnormous and tangible
value in the economy, cultivating new businesses and a spurring the creation of an entirely
new tech sector. As communications and networks become faster and more data intensive,
this sector will continue to create new jobs and more opportunities for investors and
innovators.

The movement to the cloud will continue to increase as its benefits are widely felt. This is a
valuable and important trend that shouldn’t be slowed artificially by outdated technology
assumptions baked into parts of KCPA. Nor should the progression of innovation and
technology be hobbled by IHCPA provisions that no longer reflect the way people use the
services or the reasonable expectations they have about government acceess to information
they store in the cloud.

Applying the statute to new, widely used services that didn’t exist in 1986 has resulted in
complex, often baffling rules that are difficult to explain to users and difficult to apply. This
mismatch between privacy expectations and privacy protection, combined with counter-
intuitive rules, threatens to hinder the benefits of cloud services to our economy.

The rules around compelled production of communications content, like email, provide 4
good cxample of the current complexity. ECPA provides that the government can compel a
service provider to disclose the contents of an email that is older than 180 days with nothing
more than a subpoena (and notice to the user, which can be delayed in certain
circumstances). 1f the email is 180 days or newer, the government will need a search
warrant. (l'he U.S. Department of Justice also takes the position that a subpoena is
appropriate to compel the service provider to disclose the contents of an email even if it's
not older than 180 days if the user has already retrieved it. The Ninth Circuit Court of
Appeals has rejected this view.) It's difficult to imagine a justification for a rule that lowers
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the procedural protection for 2 message merely because it is six months old or has been
viewed by the user.

The Digital Due Process coalition has put forward principles that are designed to help
ensure that content stored in the cloud gets no less due process protection as data held on
computers at home or in the office, to adjust the rules to match the reasonable privacy
interests of today's online citizens, and to cnsurc that government has the legal tools needed
to enforee the laws.,

There are four key w

s LCPA should be updated:

» Create a consistent process for data stored online: 'I'reat private
communications and documents stored online the same as if they were stored at
home and require the government to get a search warrant before compelling a
service provider to access and disclose the information.

* Create a consistent process for location information: Require the government to
get a search warrant before it can track movements through the location of a cell
phone or other mobile communications device.

» Clarify the process for real-time monitoring of when and with whom
communications are being made: To require a service provider to disclose
information about communications as they are happening (such as who is calling
whom, “to” and “from” information associated with an email that has just been sent
or received), the government would first need to demonstrate to a court that the data
it seeks is relevant and material to a criminal investigation.

* Clarify the process for bulk data requests: A government entity investigating
criminal conduct could compel a service provider to disclose identifying information
about an entire class of users (such as the identity of all people who accessed a
particular web page) only after demonstrating to a court that the information is
needed for the investigation.

Modernizing ECPA will benefit everyone who uses cloud services including individual users,
businesses small and large, and enterprise customers -- all of whom depend on having their
data available everywhere, safe, secure, and at low cost. 1t will also make users of cloud
scervices confident that the privacy of what they store virtually in the doud is respected no
less than the privacy of information stored at home. As confidence grows and users put
morc of their data on the cloud, those benefits will be felt throughout the American
economy as lower costs and higher productivity. Further, these updates will provide clear
guidance and consistency to law enforcement agencies, and will not impede the ability of law
enforcement agents to obtain evidence stored in the cloud.

The issue of due process in the cloud is one of increasing interest to our users. Last month,
Google released a new government requests transparency tool that gives our users
information about the requests for user data or content removal we receive from
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government agencies around the world (www.google.com/governmentrequests). ‘Lhis tool
has served to raise attention to the issue of what nghts users have when 1t comes to their
data. We hope that the ULS. leads the way in ensuring that data requests for online data
receive the kind of due process that citizens expect and deserve.

Adwances in technology rely not just on the smart engineers who create the new services, but
also on smart laws that provide the critical legal underpinning for this new world. We look
forward to working with Congress to strengthen the legal protections for individuals and
businesses that rely on our services.
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hefore the
Huouse Judiciary Committee
Constitution, Civil Rights, and Civil Liberties Subcommitiee

Chuirman Madler, Ranking Member Sensenbrenner, and Members of the Comminee:

The American Civil Liberties Union (ACLU) has over hall a million members. countless
additional activists and supporters, and fifty-three affilintes notionwide. We are one of the
nation’s oldest and largest organizations advocating in support of individual nghts in the courts
and before the executive and legislative branches of government. Throughowt our history, we
have been one of the nation’s foremost protectors of individual privecy, We write woday 1o urge
the committee to tuke the lirst steps toward medemnizang the Electronic Communications Privacy
Act (ECPA)L

The Founding Futhers recognized that citizens in o democracy need prvacy for their “persons,
houses, papers, and effects.” That remuins as troe as ever. But our privacy lows have no ke
up as technology has changed the way we hold information. Thomas Jefferson knew the papers
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and cffcets he stored in his office at Monticello would remain private. Today’s citizens deserve
no less protection just because their “papers and ellects” might be stored electronically.

The main statutory protection for the privacy of communications, ECPA, was written in 1986
before the Web was even invented. Technology has not only advanced tremendously since 1986,
it has also become an essential part ol our lives. 1t impacts how we leam, share, shop and
connect. We need an updated ECPA 1o match our modern online world.

Americans Have Embraced Technology

Technology has changed immensely since ECPA was wrillen in 1986—and Americans have
adopted these changes into their lives:

¢ Over 50% ol American adults use the Internet on a typical day1

*  62% ol online adults watch videos on video-sharing sites, z including 89% ol those aged
18-29.

e 69% of onlinc adults use “cloud computing” * scrvices to create, send and receive, or
store documents and communications online.

e Over 70% of online teens and young adults® and 35% of online adults have a profile on a
social networking site. ’

*  83% ol Americans own a cell phone and 35% ol cell phone owners have accessed the
Internet via their ph()nc.8

! Common daily activities include sending or receiving email (40+% of all American adults do so on a Lypical day),
using a search engine (35+%), reading news (25+%). using a social networking site (10+%), banking online (15+%),
and watching a video (10+%). Pew Internet & American T.ife Project, Daily Internet Activities, 2000-2009,
hitpdwww. pewintemet. org/Teend-Tata/Dy itemet-Activities-20002009.uspx.

© A “video-sharing site” or “video hosting site™ is a website that allow users to upload videos for other users to view
(and. often, comment on or recommend to others). Wikipedia, Video Hosting Service,

hupyi/en wikipedia.org/wiki/Videe sharing (as of May 1, 2010, 04:21 GMT). You'l'ube is (e most common video-

% Pew Tnternet & American Life Project, Your Other Tube: Audience [or Video-Sharing Sites Soars, Tuly 29, 2009,
him/pewresgarch.org/pubs/ 1294/online-video-sharing -sifes-use

“The term “cloud computing” has many definitions, but generally refers to services that offer applications or data
storage accessible via the web. Pew Intemnet & American Life Project, Use of Cloud Computing Applications and
Services, Scp. 2008 |hereinafter Pew Cloud Report|, http://www.pewinternct.ore/Reports/2008/Usc-of-Cloud-
Computing-Applications-and-Services.aspx.

* Pew Internet & American Lite Project, Use of Cloud Computing Applications and Services, Sep. 2008 [hereinafter
Pew Cloud Report]. hitp:/fwww pewinternet.org/Reports/2008/Use-of -Cloud-Computing-Applications-and-

Ser D% . 56% of Tntemet users use wehmail services, 34%: store photos online, and 29% use online
applications such as Google Docs or Adobe Photoshop to create or edit documents.

¢ Pew Internet & American Lile Project, Social Media & Young Adults, Feb. 3, 2010,

hitp:/iwww.pewinternet. org/Reports/2¢1 0/Social-Media-and. Adults.aspx.

“Social networking sites” allow users to construct a “semi-public” profile, conmect with other users of the service,
and n; e these connections to view and interact with the profiles of other users. danah m. boyd & Nicole B.
Ellison, Social Networking Sites: Definition, History, and Scholarship, 13 J. of Comp.-Mediated Comm. 1 (2007);
Pew Internet & American T.ife Project. Adults & Social Network Sites, Tan. 14,2000,
hipifwww pewiniernet org/Reports/2009/Adults-and -Social-Network-Websites aspx.
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Companics continue to innovate and create new ways for Americans to merge technology with
daily activities. Google has spent the last [ive years building a new online book service and sales
ol digital books and devices have been climbing.” Americans in(,redbinzly turn 1o online video
sites to lcam about cverything fr ()m current news to politics to health.® Tocation-based
services' are a burgeoning market."

These services provide many benelits, but they also have the ability (o collect and retain detailed
information about individuals: their interests, concerns, movements, and associations. This
information can be linked together, allowing a user’s Internet scarches, emails, cloud computing
documents, photos, social networking activities, and book and video consumption (o be collected
into a single profile."

Americans Still Expect Privacy

“This rapid adoption ol new technology has not eliminated Americans’ expectations ol privacy.
To the contrary, Americans still expect and desire that their online activities will remain private,
and express a desire for laws that will protect that privacy.

®  69% of Internet users want the legal right to know cverything that a Web site knows
about them.'*

*  92% want the right to require websites to delete information about them.”

* Alarge percentage of users of cloud compuling are “very concerned” about how their
personal information may be used and disclosed to law enforcement and third parties.'®

¢ Pew Inlernel & Amerigau Lil'e Pro]egl Inremet Braad/)und und Cell Phone S'zuri.\'riz an. 5, 2010,

g See pene/alh A( I 0] of Nmthcm C ahfornm I)m/al l}ua
available ar hiip: sw.dowishis.or oy \
12 “More Amcricans arc walulunu online video cach and every month lhan Wi aluh the Super Bowl once a year..”
Greg Jarboe, 125.5Million Americans Watched 10.3 Billion YouTube Videos in September.
SEARCHENGINEWATCILCOM, Oct. 31, 2009, hup://blog searchengine
Uep ocation-based services™ is an information service utilizing the user's physical location (which may be
automatically generated or manually defined by the user) to provide services. Wikipedia. Location-Based Service,
hitpfen wikipedia.org/wiki/Location-based_scrvice (as of May 1, 2010, 04:35 GM ).

2 Recent location-based scrvice Foursquare built a basc of 500,000 users in its first year of operation. Ben Parr, 7#e
Rise ()fh}ur\quarf' in Numbf'rs [STAI S'] M'\SHABLE. Mar. 12, 2010,

B See AC,I u of Northern Cahfm nia, Dlgl[lll l]ooks, supra note 9 (“[T1f a reader has logged in to other Google
services such as Gmail at the time he scarches for a book, Google can link reading data (o the reader's unique
Google Account [and] relains the right (0 combine all (his information with information gleaned (rom its
DoubleClick ad service, which tracks users across the Tntemet.”) More information is available at the ACT.U’s
Demand Your dotRights campaign website. Demand Your dotRights, http:/dotRights.org.

' Joseph Lurow, ct al., Americans Reject Tailored Advertising 4 (2009), available at

hitpi/paper; 1y sol3/papers.cimabstzact id=1478214,
15
1d.

16 Cloud computing users are “very concerncd” about law enforcement aceess to data (499%); services retaining files
after users delete them (63%); services using personal data for targeted advertisements (68%) or marketing (80%);
services selling files or data (o third partics (90%). Sce Pew Cloud Report, supre note 5, at 11.
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When uscr privacy is not protected, users are slower to adopt new technology. A recent poll
revealed that 50% of Americans polled have little or no interest in using cloud computing and
that 81% of these respondents are reluctant, at least in part, because they are concerned about the
security of their information in the cloud.”

Americans want and need legal protections [or privacy that reflect the technology they use every
day. The time has come (o modernize ECPA (o rellect our 21* century digital world.

ECPA Rules Are Confusing and Qutdated

In the [ace of rapid technological change and Americans’ continuing expectation ol privacy,
ECPA has [allen behind. Distinctions in ECP’A have become increasingly confusing and
arbitrary, basced on an understanding of technology that is a gencration behind that which we use
today.lg Many new technologics, particularly those dealing with location information, are not
addressed by ECPA. These [ailures not only leave holes in the privacy protections in place for
individuals, but pose a threat to continuing innovation and business development. We need to
update ECPA to encompass all of the ways that Americans use technology today.

E-mail exemplilies the gap between the language ol ECPA and today’s technology. In 1986, e-
mail was typically downloaded (o a recipient’s computer upon receipt and immediately deleted
from the e-mail provider's storage. ECPA was written with this behavior in mind: it requires a
search warrant to retrieve a message from an e-mail provider’s storage only if the message is less
than 180 days old, and provides for lower standards if the email is left on the server for more
than 180 days.19 Today, however, e-mail is often both stored on and accessed from remote
servers belonging (o the e-mail provider, and many people “archive” their e-mail on their
provider’s scrver rather than deleting old messages. Basing legal protection on how long an c-
mail has been stored is incongruous with current ¢-mail usc. Instead, TICPA should provide full
protection lor all online documents and communications and dispose ol these artilicial and
outdated distinctions.

Similarly, the state of technology in 1986 resulted in more legal protection in ICPA for the
content of communication—the body ol an e-mail or the contents ol a letter or phone
conversation—than [or the transactional information. Historically, transactional information was
casy to distinguish from content: the number dialed on a telephone as opposed to the voice call
itsclf, or writing on the outside of an envelope as opposed to the message within. The digital
world, however, blurs the line between content and transactional data. Internet search terms,
browser history, e-mail subject lines and location information do not fit neatly into either
category and can reveal sensitive data like political and religious affiliations. Most people

" Harris Tnteractive, Cloud Computing: Are Americans Readv?, Apr. 21, 2010,

htp:/mews hasrisinteractive. com/profilesfinvestor/ResibraryView.asp TRzID= 1963 & ResLibraryiD=37539& Catego
27

" See Steve Jackson Games v. U.S. Secret Service, 36 F.3d 457 (5th Cir, 1994) (The Wiretap Act, as amended by

T.CPA, is “famous (if not infamous) for its lack of clarity.”).

' Kven this limited protection is in doubt. "I'he Department of Justice has argued that, once email is opened, it is no

longer in “electronic storage™ and thus no longer subject to a warrant requirement under LCPA even if it is less than

180 days old. tn re Application of the U.S. for an Order Pursuant to 18 U.S.C. §2703(d), D. Colo., No. 09-80.
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consider such information to be private. The law should match these expectations and require a
warrant [or disclosure.

In addition to the difficulty in anticipating modern uses of technologies existing in that era,
lawmakers in 1986 could not predict technological innovations. Mobilc phones provide a glaring
example, along with the location information gleaned [rom them. Modern Lell phones have
become, in essence, portable (racking devices. Technologies including GPS™ and cell tower
triangulation” L allow mobile phone providers to determine our physical locations in real time—
and these providers can retain records of this Tocation information for various purposcs. The
legal standard [or access (o these records is currently being litigated, and Congress has never
weighed in on what the appropriate standard should be.** In the meantime, litigants regularly
demand these sensitive records in government investigations and civil suits. A company
employee recently admitted that Sprint received a staggering eight mllhon requests for mobile
phone location information from law enforcement in just over a year.”

Qutdated digital privacy law is not only a threat to individual privacy; it also affects businesses
and hinders innovation. User perception ol inadequate privacy is one threal that companies [ace.
Tor example, Microsoft recently announced that its future lies in online cloud computino
services, but its own poll found that more than 90 percent of the g;eneml population is "concerned
about the security, access, and privacy ol personal data" stored online,” leadmg the company o
cxplicitly ask Congress for better online privacy protection to promote cloud computing.

Companics arc also affceted when they reccive demands to turn over the personal information of
users. Google just released data that it received over 3,500 demands from law enforcement
involving criminal investigations in the last six months of 2009.%° If Google is receiving
thousands of demands digging into the intimate details of individual lives that arc captured in
emails, search histories, reading and viewing logs, and the like, how many more are going oul (0
Yahoo, Microsoll, Facebook and the thousands ol other online services that Americans use every
day? And how can companics hope to respond to these requests without improperly over- or

0 GPS, or Global Positioning System, is a satellite-based navigation system that allows a GPS receiver to determine
its own location. Global Positioning System, http://gps.gov.
L Cell tower triangulation allows the location of a mobile device to be determined by “triangulation” hased on its
calculated distance from two or more cell towers within the phone's range. See Chris Silver Smith, Cell Phone
Triangulation Accuracy Is All Over the Map, ScarchEngineLand.com, Scp. 22, 2008,
http //scarchengincland.com/cell-phone-triangulation-accuracy-is-all-over-the-map-14790.

= See, e.g., In re Application of the United States for an Order Directing a Provider of Electronic Communications
Service to Disclose Records to the Government, No. 08-4227 (3d. Cir. oral argument heard Feb. 12, 2010).
3 Kim Zetter, Feds ‘Pinged’ Sprint GPS Data 8 Million Times Over a Year, WIkIiD, Dec. 1, 2009.
# Microsolt News Cenler, Cloud Computing Flash Poll—Fact Sheer ,
Bitpsiivweww anicrosolt comvpresspass/ipresskitsiclondpolicy/docs/PollFS . doc. More information is available al
h(n‘ /www microsoft.conypresspass/presskits/clondpolicy/materials aspx.

% Microsoft News Center, Press Release: Microsoft Urges Gmemmenl and Imiusll\ o l‘mrk Tcme/hel to Build
Confidence in the Cloud, Jan. 20, 2010, available ar higp:/fw Of1L.C0 0S8
20BrockingsPR.mspx,
* Government Requests Tool, http:/fwww. congle comigovemnentiequests. Note this does not include National
Sccurity letters or demands reccived outside of criminal investigations. 1t also docs not count the actual number of
users whose records disclosed pursuant to each demand. All of this means this number likely only reflects a fraction
of the number of users whose records were demanded.

2
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under-disclosing information when faced with outdated, confusing laws with questionable
applicability 1o their products or services?

Key Principles for Updating ECPA

Because these inadequate legal standards create difficultics for Internet users and businesses
alike, a coalition of privacy advocates and businesses—I[rom the American Civil Liberties Union
o Google and AT& T—has [ormed 1o urge Congress 1o updale electronic privacy law Lo provide
clear rules and better protection for clectronic data. The coalition belicves that just as the law
recognized that storing information in digital form on a computer hard drive should have the
same probable cause warrant protection as information stored in paper form in a filing cabinet,
the time has come to ensurc that these same privacy protections apply to digital information
stored in the cloud.

The ACLU believes the eflorts being urged by the coalition to update ECPA are critical Lirst
steps but believes a full review of CCPA should involved all of the following issues:

Robustly Proteet All Personal Electronic Information.
Saleguard Location Information.

Institute Appropriate Oversight and Reporting Requirements.
Require a Suppression Remedy.

Craft Reasonable Exceptions.

e

Robustly Protect All Personal Electronic Information.

In the modern world, just as in Iefferson’s time, our personal, private information—whether
paper documents and correspondence or records of what we search and read online—reveals a
tremendous amount about us. Our right to privacy and our rights to free expression and free
association requirce that this information be protected from disclosure to the government without
notice and without a warrant based on probable cause. Changing technology must not erode
these protections. Our e-mail, online spreadsheets and photos, and other digital documents need
strong legal protections regardless of how, where, or how long they arce stored.

Congress has long-recognized the privacy interests in the transactional records of users of
expressive material. The Video Privacy Protection Act prohibits disclosure of video viewing
records without a warrant or court order, requires notice prior to any disclosure of personally
identiliable inlormation to a law enlorcement agency. and requires the destruction ol personally
identiliable information one year alter it becomes unnecesszl[y.l7 The Cable Communications
Policy Act similarly prohibits disclosure of cable records absent a court order.®® Similarly. to
safeguard autonomy, privacy, and intellectual freedom, our laws extend protection to library and

T8 US.C. § 2710(h)2)(B). (h)(3).(e) (2009).
47 US.C. § 551(c) (2008).
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24 - .. . . .
book records.” We need the same protection for digital records that implicate our First
Amendment {reedoms by recording our expressive actions and choices.

Current loopholes in our privacy laws need to be closed to protect electronic information without
regard to its age, whether itis "content” or "transactional” in nature, or whether companics or
individuals can use this information lor other purposes. ECPA must be modernized (o provide
robust protection [or all personal electronic information and require a probable cause warrant and
notice prior to disclosure.

Safeguard Location Information.

The vast majority ol Americans own cell phones. The location information transmitted by these
phones cvery minute of every day reveals not only where we go but often what we are doing and
who we are talking to. Americans take cell phones everywhere: to gun rallics, to mental health
clinics, (o church, and everywhere else we go. Ubiquitous tracking is a realily in the United
States. We must protect this sensitive information from inappropriate government access.
Location information, whether current or historical, is clearly personal information. The law
should require government ollicials o obtain a warrant based on probable cause belore allowing
access.

Institute Appropriate Oversight and Reporting Requirements.

Electronic recordkeeping enables easy collection and aggregation of records, and the insulficient
and outdated standards applicd by ECPA provide little barricr should the government wish to
engage in a “shopping spree” through the treasure trove of personal information held by private
companies. In addition to updating the standards [or access (o elecironic information, ECPA
should ensure adequate oversight by Congress and adequale (ransparency to the public by
extending existing reporting requirements for wirctap orders to all types of law enforcement
surveillance requests.

The House Judiciary Commiltee recognized this need when it passed HR 5018 ( 106" Congress)
by a vote of 20-1 29 The proposed bill would have required reporting on all orders, warrants, or

subpocnas issued by government entitics sceking clectronic communications records or content
information. Current e(forts (o modemize ECI’A should include this requirement as well.

* 48 states protect library reading records by statute, see, e.g.. N.Y. C.P.L.R. § 4509; Cal. Gov. Code §§ 6267,
6254(j), and federal and state courts have also often frowned upon attempts by the government or civil litigants to
gain access o such records, see, e.g., In re Grand Jury Subpoena to Amazon.com, 246 F.R.D. 570, 573 (W.D. Wis.
2007) (quashing a governiment subpoena seeking (he identities of 120 book buyers because “it is an unsetlling and
un-American scenario to envision federal agents nosing through the reading lists of law-abiding citizens while
hunting for evidence against somebody else.”); In re Grand Jury Subpoena (o Kramerbooks & Afterwords, Inc., 26
Media L. Rep. (BNA) 1599, 1601 (D.D.C. 1998) (First Amendment requires govermment (o “demonstralc a
compelling interest in the information sought . . . [and] a sufficient connection between the information sought and
the grand jury investigation” prior to obtaining book records); Tauered Cover v. City of Thornton, 44 P.3d 1044,
1059 (Colo., 2002) (government access to book rccords only passes muster under Colorado Constitution if “warrant
plus” standard is met by the government—i.e. prior notice, adversarial hearing, and showing of a compelling need).
* H.R. Rep. No. 106-932 (o accompany H.R. 5018 (2000} al 23.
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Regquire a Suppression Remedy.

Both the Fourth Amendment and the Wiretap Act provide for an exclusionary remedy: if a law
enforcement official obtains information in violation of a defendant’s constitutional privacy
rights or the Act, that information usually cannot be used in a court of law.” The same rulc,
however, does not apply 1o electronic information obtained in violation of ECPA. Without an
exclusionary rule, there is a lack ol deterrence [or government overreaching. Unlaw(ully
obtained clectronic information should be barred from usce in court proceedings. A suppression
remedy provision passed the House Judiciary Committee in 2000 as part of HR 5018 and should
be included in any current Congressional language to modernize ECPA.™

Craft Reasonable Fxceptions.

Overbroad cxceptions and the abuse of “voluntary disclosure™ procedures arc also depriving
Americans ol their rightful privacy protection. ECPA needs (o be revised to close these
loopholes and ensure that private information is only released outside of the standard process
when truly necessary.

Under previous law, a company could only turn records over il it had a "reasonable beliel” that
there was an emergency involving "imminent harm" ol death or injury to any person. However,
in 2001 that standard was lowcred so that the company’s belief only needed to be held in “good
faith” and that the harm no longer needed to be imminent. This lowered standard reduced a
company’s obligation to ensure that its decision to release private information about a user was
balanced by the exigency of the situation.

In addition, exceplions to prohibitions on “voluntary” disclosure need to be revised (o prevent
coercive abuse by law enlorcement. For example the Inspeclor General for the Department ol
Justice bas reported that the FBI circumvented its National Sceurity Tetter (NSLL) authority by
using "exigent letters" to obtain information with the promise that the agent had already
requested a grand jury subpoena or an NSL.* To prevent such abuse, all requests for
“emergency” voluntary disclosures under TCPA should clearly state that compliance with the
request is voluntary and ECPA should require thorough documentation and reporting ol all such
requests.

Cxceptions to the procedural requirements for government access to electronic records should be
just that: exceptional. ECPA reform should restore the original emergency exception for ECPA
and require documentation and reporting to ensure that these exceptions are used properly and
not abused.

8 ULS.C. 2515.

* Klectronic Communications Privacy Act of 2000, H.R. 5018, 106% C. ong. § 2 (2000).

“Dep’t. of Tustice, Office of Tnspector General, A Review of the Tederal Bureau of Tnvestigation’s Use of National
Sccurity Letters (March 2007), al 86-97. available at hup:/fwww.usdoj.gov/oig/special/s0703b/final.pdl.
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Conclusion

We applaud the Committee for holding this hearing and for beginning to undertake the task of
reforming CCPPA. Changes in the way we communicate with each other in today’s world are
wondrous viewed through 1980°s spectacles. That wonderment should not be tempered by the
realization that our personal privacy is slipping away. Comprehensive reform ol ECPA is a
needed legislative initiative that will help preserve the real innovative value ol the technology
boom and sct us on a path for cven greater innovation to come.

10
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Federal Bureau of Investigation

Agents Assaociation
May 6, 2010

The Honorable Jerrold Nadler The Honorable F. James Sensenbrenner
Chair Ranking Member
Subcommittee on the Constitution, Subcommittee on the Constitution,
Civil Rights, and Civil Liberties Civil Rights, and Civil Liberties
House Judiciary Committee House Judiciary Commiitee
2138 Raybumn House Office Building 2142 Rayburn House Office Building
Washington, DC 20515 Washington, DC 20515

Re:  Hearing on Electronic Communications Privacy Act Reform
Dear Mr. Chairman and Mr. Sensenbrenner:

On behalf of the FBI Agents Association (FBIAA}, a professional association comprised of
active and retired FBI Agents with a membership of nearly 12,000 Agents nationwide, I write
to express our appreciation for your investigation into the need to reform the Electronic
Communications Privacy Act ("ECPA"), and our hope that you will take the necessary
actions to ensure that ECPA is reformed in a manner that best protects privacy and facilitates
effective law enforcement efforts.

The FBIAA undcrstands that ECPA necds to be reformed as a result of the significant
changes in technology and privacy concerns that have occurred since its adoption. FBI
Agents are committed to protecting our Constitution and the civil liberties of citizens who
fear that technological changes have resulted in new threats to their privacy. FBI Agents are
also aware of the fact that criminal and terrorist enterprises are able to exploit privacy
protections to advance their criminal ends, just as they have been able to exploit weaknesses
in privacy protections to take advantage of US citizens. Therefore, laws such as ECPA must
always carefully balance these interests in order to ensure that the goals of safety and privacy
are both served by legislation.

As you move to reform ECPA, we hope that you will carcfully consider the law enforcement
implications of any changes, and propose changes that can help law enforcement become
more effective without sacrificing civil liberties. The FBIAA and its members will be
pleased to assist in this effort as you move forward.
Post Office Box 12650 ¢ Arlington, Virginia 22219
A Non-Governmental Association
(703) 247-2173 Fax (703) 247-2175
E-mail: fbiaa@fbiaa.org www.ibiaa.org
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May 6, 2010
Pape 2

The FBIAA appreciates your efforts and thanks you for considering these concerns.

Sincerely,

fpoud B

Konrad Motyka

President
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